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[lporpamma ydeOHOW jaucuuIUIMHBL «be3omacHocTs M 3amuTa HHPOpMAUHH B
HH(POPMALMOHHBIX CHCTEMAX)» COCTaBJI€Ha Ha OCHOBaHMM (denepaabHOIrO ToCyAapCTBEHHOIO
oOpazoBarenbHOro cranaapra Bbicmero obpasoBanus (PI'OC BO) nanpaBieHHs HOATOTOBKH
09.04.01 Mudopmatuka U BBIYMCIUTENIbHAS TEXHUKA, yTBEPXKIACHHOIO NpHKa3oM MunucrepcTBa
oOpa3oBanus u Hayku Poccutickoit @enepaunn ot 19 centsadps 2017 r. Ne 918;

[Topsinka opranu3anuu y4eOHOro Impolecca B 00pa3oBaTeIbHBIX OPraHU3alMsIX BBICIIErO
npodeccuoHanbHOro obpasoBanus Jlonenkoit Haponnoi Pecry6imku, yTBEp»KIE€HHOIO IMPUKa30M
MumnncrepctBa obpazoBanust u Hayku JITHP Ne 1171 ot «10» Hosi6ps 2017 r.; yyeOHoro miasa u
OCHOBHOI  oOpa3oBarenbHON mporpamMmbel VHpopmatuka M BBIYMCIUTEIbHAs  TEXHUKA,
HanpaBnenus noarotoBku 09.04.01 Nudopmartuka U BEIMUCIUTENbHAS TEXHUKA, pa3pabOTaHHBIX B
'OV BIIO «/loHenkuit HAUMOHAIBHBIN YHHBEPCUTETY.

Pa3paboTryuk:
K.T.H, JIOIEHT Kadeapbl KOMIIBIOTEPHBIX TEXHOJIOTUH 27 bonnapenko B.W.

/

[TporpaMma  yueOHOM JAMCHMIUTMHBI yTBEpXJ€Ha Ha 3acelaHuu KadeIpbl
KOMITBIOTEPHBIX TEXHOJIOT i

[Tpotoxon Ne 12 ot «2» anpens 2020 r.

3aB. kadeapoit KOMIBIOTEPHBIX TEXHOJIOTHH L‘% Epmonenko T.B.
[TporpaMma y4eOHOH JIUCHMIUIMHBI 0A00OpeHa Yy4eOHO-METOAUYECKOH KOMHCCHEH

(GU3UKO-TEXHHUECKOTO (haKyIbTeTa

[Tpotoxon Ne 5 ot «15» anpens 2020 r.

[Ipencenarens yueOHO-METOANIECKOH KOMUCCHH
(GHU3UKO-TEXHUUECKOTO (paKyIbTeTa 4/ Kotenko B.H



1. OBJACTDb IPUMEHEHUSA U MECTO JUCIIAIIJIMHBI B YYEBHOM
ITPOLECCE

YueOHast aucnuiuiiHa «be3omacHocTs M 3ammTa HHGOpMaNMH B HMH(OOPMAMOHHBIX
CUCTEMax» OTHOCHTCS K BapUAaTUBHON YacTh MPOQPECCHOHAIBHOTO OJOKA M COCTOWT W3 JIBYX
COJICPIKATEIIBHBIX MOTYJICH.

OcHoBpiBaeTcss Ha 0a3e gucHuIuMH: «3amura wuHGOpMammm», «MeToiasl W CpeacTBa
MPOCKTUPOBAHUS MH()OPMAIIMOHHBIX CHCTEM W TEXHOJIOTHiT», «CoBpeMeHHbIe MH()OPMAIIMOHHBIC
CUCTeMbl W TexHojorum»,  «lIporpaMmupoBaHue»,  «YMpaBlIeHHE  MPOCKTHPOBAHHEM
UH(OPMALIMOHHBIX CHCTEM.

2. CTPYKTYPA JUCHUIIJIMHBI

Xapaxmepucmuka y4eoHou OUCYUNTIUHBL

HarmnpaBinenue noaroToBku 09.04.01 MadopmaTrika U BEIYMCIIUTEIbHAS TEXHUKA

[Tpoduns WHpopmaTuka U BbIUMCIUTEIbHAS TEXHUKA
OObpa3zoBarenbHas nporpaMma AxanemMuyeckas MarucTparypa
Kpanuduxanus Maructp

KosinyecTBo cojiepKaTeabHbIX MOTyJICH 2

Jucuurmna 6a30Boii / BapuaTUBHOM YacTu

. [TpodeccrnonanbHblii 010k, BapuaTuBHas yactsb
00pa3oBaTeNIbHON IPOTPAMMBI

®dopwmel kouTpoJis (MK, sk3ameH, 3a4er) Mo 1y IbHBIA KOHTPOJIb, SK3aMEH

[Tokazaremnu ouHast (opma oOydyeHus | 3a04Hast popma 00yUeHHs
KonnuecTBo 3a4€THBIX eAMHUIL (KPEAUTOB) 5 5
[0 moAroTOBKM 2 2
Cemectp 4 4
KosmmuecTBo yacoB 180 180
- JICKIIMOHHBIX 20 4
- IPAKTHYECKUX, CEMUHAPCKUX
- Ta0OPaTOPHBIX 40 8
- CAaMOCTOSTEJIbHOM paboThI 120 168
B T. Y. UHAWBHUAYaAJbHOE 3a/IaHHE

HenenpHO€ KOIMYECTBO YacoB, T. Y. 18

AyJAUTOPHBIX 6

3. OIIUCAHUME JUCIUIIVIMHBI

eau u 3agaun.

Ilenvio  usyuenua Oucyunaunvt «be3omacHocTh W 3amuTa  HMHPOpMAUMH B
HH(OPMAIMOHHBIX CHCTEMAax» SBJIIETCS MU3yYEHHE OCHOBHBIX IPHUHIIMIIOB, METOAOB U CPEICTB
3amuThl WHGOPMAIIMK B TIporecce ee oOpabdOTKH, mepenayd W XPaHEHHS C HCIOJIh30BaHUEM
KOMITBIOTEPHBIX CPEACTB B MHPOPMALIMOHHBIX CUCTEMAX.

OcHo6nbimu 3a0auamu U3y4eHus OUCUUNIUNHbL AGIAIOMCA YCBOCHUE TEOPETHUECKUX OCHOB
U IpUOOpeTeHNE MPAKTUIECKUX HaBBIKOB!
— W3yuYeHHe KOHIIETIUH 3auThl HH(popMaru B nHpopMannoHHbix cucremax (MC);
— H3YyYeHHE TeOPETUUYECKHX OCHOB 3aiuThl nHGopMmaruu B UC;
— u3yudeHHe (PU3NYECKHX OCHOB MH)KEHEPHO-TEXHUYECKOH 3aIUThl HH(OpMAIIUH;
— H3Y4YEeHHE TEeXHHUYECKUX CPeACTB JOObIBAaHUS U 3aIIUTHI HH()OPMALIUH;



— HW3YYCHHE OpraHU3al[MOHHBIX OCHOB 3amuThl HH(MopMaluu B UIC;

— H3Yy4YeHHE METOAUYECKOro obecrneueHus 3aumTsl nHpopmanuu B UC.

TpeGoBaHus K pe3yJibTaTaM OCBOEHUS IHCHUILIUHBI.

[Ipouecc wu3yueHuss aAucUMIUIMHBI  «be3omacHocTs MW 3ammra uHGOpMaUuu B
WH(MOPMAIIMOHHBIX ~ CHUCTEMax» HampaBlieH Ha (QOPMHPOBAHUE IJIEMEHTOB  CIEIYFOIIMX
koMmrieTeHui B cooTBeTcTBUM ¢ PI'OC BO P® nanpasnenns noarotosku 09.04.01 Mudopmaruka
U BBIYHCIUTEIIbHAS TEXHUKA © OCHOBHOW  0Opa30BATeNbHOW  MPOTPAMMBI  BBICIIETO
npodecCHoHaIbHOTO  0Opa3oBaHusi HampamieHuss mnoaroroBku 09.04.01 HWudopmatuka wu
BBIUMCIIUTENbHAS TeXHWKa (Marucrepckas mnporpamma: HWHpopMmaTtnka W BBEIYHUCIUTENbHAS
TEXHUKA):

a) ynueepcanvnvix (YK):

—CIOCOOHOCTBIO OCYIIECTBIISTh KPUTUYECKUN aHAINU3 TPOOJEMHBIX CUTyalldii Ha OCHOBE
CHCTEMHOTI0 TI0JIX0/1a, BeIpabaThiBaTh cTpaTeruio aerctauii (YK-1);

— CITOCOOHOCTBIO YIPABJISATh MPOSKTOM Ha BCEX ATarmax ero xu3HeHHoro mukia (YK-2);

— CHOCOOHOCTBIO OpPraHM30BBIBAaTH M PYKOBOAHWTH pPabOTOW KOMAaHIbI, BbIpaOaThIBas
KOMaH/IHYIO CTPATeruo sl JOCTHKEeHUs nocraBieHHoi nenu (YK-3);

— CHOCOOHOCTBIO IPUMEHSITh COBPEMEHHbIE KOMMYHUKATUBHBIE TEXHOJIOTHUH, B TOM YHCIIE Ha
WHOCTPaHHOM(BIX) SI3BIKE(aX), AT aKaJeMUIeCKOro U mpodeccruoHanpHoro B3anmoaeicteus (YK-
4);

— CIIOCOOHOCTBIO aHAIM3UPOBATh W YYUTHIBaTh pa3zHooOpaszwe KyJlbTyp B Mpolecce
MEXKYJIbTypHOTO B3aumoaeicteus (YK-5);

— CIOCOOHOCTBIO OMPEIEIATh U PEATU30BbIBATh MPUOPUTETHI COOCTBEHHON JIEATEIHOCTH H
CIOCOOBI €¢ COBEPIICHCTBOBaHMsI Ha OcHOBE camoolieHkH (YK-6).

0) oowenpogpeccuonanvnuvix (OIIK):

—CIOCOOHOCTBIO CaMOCTOSITENIbHO MPUOOpETaTh, pa3BUBAaTh M IMPUMEHATh MaTeMaTHUECKue,
€CTeCTBEHHOHAYYHBIE, COLMATBHO-YKOHOMUYECKHE M TMPO(eCcCHOHANbHBIC 3HAHHS I PEHICHUS
HECTaHJApTHBIX 3aJa4, B TOM YHCJIE B HOBOW WJIM HE3HAKOMOW Cpele M B MEXKIUCLUIUIMHAPHOM
konrekcte (OITK-1);

— CIIOCOOHOCTBIO Pa3pabaThIBaTh OPUTHHAIbHbBIE AJTOPUTMBI U NPOrpaMMHBIE CPEJCTBA, B
TOM YHUCJIE€ C MCIOJIb30BAHUEM COBPEMEHHBIX HHTEJUIEKTYaJIbHBIX TEXHOJOTHM, Ui pelleHus
npodeccronatbHbIX 3amau (OITK-2);

— CIIOCOOHOCTBIO aHAJIMU3UPOBATh NPOPECCHOHATBbHYI0 HHPOpPMAIMIO, BBIAEIATH B HEH
IJIaBHOE, CTPYKTYPHpPOBaThb, OQOPMIATh M MPEACTABIATh B BHJIE aHAIUTHUYECKUX O030pOB C
000CHOBaHHBIMHU BbIBOJIaMU U pekomenaanusmu (OITK-3);

— CIIOCOOHOCTBIO TNPUMEHSTh Ha TNPAKTUKE HOBBIE HAyYHbIE MPUHLUIBI U METOJBI
uccienosanuii (OITK-4);

— CIIOCOOHOCTBIO pa3paldaThiBaTh M MOJEPHU3UPOBATh NPOrpaMMHOE U amnmapaTHoe
obecrnieueHrne HHPOPMAIIMOHHBIX M aBTOMAaTH3MUpoBaHHBIX cucteM (OITK-5);

— CIIOCOOHOCTBIO pa3pabaThiBaTh KOMIIOHEHTBHI MPOTrPaMMHO-alNapaTHBIX KOMILIEKCOB
00paboTKu MHPOPMAIIMK U ABTOMATU3UPOBAHHOTO mpoekTupoBanus (OI1K-6);

— CIIOCOOHOCTBIO aJJaTUPOBATh 3apyOekHble KOMIUJIEKCHI 00paboTKM uHGMOpManUM U
ABTOMATHU3MPOBAHHOTO MIPOSKTUPOBAHUS K HYXJaM oTedecTBeHHbIX npeanpustuii (OITK-7);

— CIIOCOOHOCTBIO OCYIIECTBIATH 3(P(PEKTUBHOE YIpaBieHUE pa3pabOTKONW MpOrpaMMHBIX
cpencts u npoekTos (OITK-8).

8) npogpeccuonanvuvix (I1K):
NPOU3B00CMEEHHO-MEXHOI02UUECKAS OCAMEIbHOCHb:
— CIIOCOOHOCTBIO YIPaBJIATh pa3BuTHeM 0a3 nanHbIxX ([TK-1);
— CHOCOOHOCTBIO OCYIICCTBIISATH yIPaBJICHUE CEPBHCAMU HH(POPMAIMOHHBIX TEXHOJIOTHN
(I1K-2);
— CITOCOOHOCTBIO ~ OCYIIECTBJISITh ~ TEXHOJOTHYECKYIO  TOJJEPKKY  TOJATOTOBKH



texHuueckux myonukamnuii (IK-3);

— CIOCOOHOCTBIO OCYILECTBJIATH aJAMMHHCTPUPOBAHUE CUCTEM YyIpaBleHHs Oa3zaMu
JAHHBIX HH()OKOMMYHHUKAIIMOHHOM cucTembl opranusanuu (I1K-4);

— CIIOCOOHOCTBIO OCYILIECTBIATH AAMHHHCTPUPOBAHUE CHUCTEMHOIO IIPOrPaMMHOIO
oOecnievyeHus ”HPOKOMMYHHUKAIIMOHHOM cucTembl opranmu3aiuu; ([1K-5);

— CIIOCOOHOCTBIO OCYILIECTBIATh YINpaBIEHUE Pa3BUTUEM HHGPOKOMMYHHUKAIMOHHON
cuctembl opranusaiuu (I1K-6);

— CHOCOOHOCTBIO OCYLIECTBIIATh aJIMUHUCTPUPOBAHME IIpOLlecca MOUCKA U TUarHOCTUKHU
OLIMOOK CETEBBIX YCTPOMCTB M mporpammuoro ooecrneuenus (I1K-7)

— CHOCOOHOCTBIO OCYIIECTBJIATh HAay4YHO-METOJUYECKOE U y4eOHO-METOJIUYECKOe
obecrieueHne  peanu3aluyd  [porpaMM  NPO(ECcCCHOHATBHOTO  OOy4YeHHs,  CPEIHEro
npodeccuoHanbHOTO O00pa3oBaHUsT M JONOJIHUTENBHOIO IMPOPECCHOHANBHOIO 00pa30BaHMUS
(I1K-9);

NPOEKMHAA 0eAMeNbHOCHY:

— CIOCOOHOCTBIO MPOCKTHPOBATH CIOKHBIC MOJIb30BaTeNbckue nuTepdeiice (I1K-10);

OpP2aHU3AUUOHHO-YRPABIEHYECKAA OCAMENbHOCb:

— CHOCOOHOCTBIO YNPABIATH pabOTaMH 1O COMPOBOXKIACHHUIO U MPOCKTAMH MO CO3/JIaHUIO
(Mogudukanun) MHGOPMAILMOHHBIX CHUCTEM, aBTOMATH3UPYIOIIMX 337a4d OPraHU3alMOHHOTO
ynpasieHus u 6usnec-nporeccs (ITK-13);

— CIIOCOOHOCTBIO OCYIECTBIATh PYKOBOACTBO Pa3pabOTKON KOMIIJIEKCHBIX IPOEKTOB Ha
BCEX CTaJusIX U dTanax BeinmonHeHus padot (I1K-20);

HAYYHO-UCCNE008AMENbCKAA 0EAMETbHOCHIb:

— CIOCOOHOCTBIO OCYIIECTBISATh JKCIEPTHBIM aHAIM3 dPTOHOMHYECKHUX XapaKTEPUCTHK
POrpaMMHBIX MMPOIYKTOB W/WiH anmapaTHbix cpeacts (ITK-21).

B pe3ysibTate nzyyenus yueOHOMH JUCHMILIMHBI CTY€HT 10JI2KEH:

Hmemv npeocmaenenue:
— O KPUTEPHSIX OLICHKH 3aIIHUIIEHHOCTH CUCTEM;
— o mpobiieMax U HaIPaBIICHUSAX PA3BUTHUSA allllapaTHBIX U MPOTPAMMHBIX CPEICTB 3aIUTHI
uH(pOopMaLnu;
— O COBPEMEHHBIX KpUNTOrpauyecKux cucTemMax.

3namp:
— CpEeICTBa U METO/IbI IPeIOTBpAIeHUs] U OOHAPYKEHUS BTOPKEHHIA;
— TEeXHUYECKHEe KaHaJlbl yTeUKH UH(opMaIuu;
— BO3MOYKHOCTU TEXHUYECKUX CPEJICTB MepexBaTa NHPOpMaIuy;
— OpraHu3alMIo 3alIUThl HH()OPMALIUK OT YTEUKH [0 TEXHUYECKUM KaHajlaM Ha 00beKTax
UH(pOpMaTU3aIUH;
— OCHOBHBIE IOHSATHUS KpUnTorpaduu;
— OCHOBHbBIE TPEOOBaHMS K CUCTEMaM KPUIITOrpauIecKOi 3aInThI;
— OCHOBHBIE aJITOPUTMBI KPUIITOTpapUUECKON 3aIIUTHI;
— OCHOBHBIE QJITOPUTMBI ANEKTPOHHON UG POBOI MOAMKCH;
— npoOJIeMbl U HANPaBICHUS Pa3BUTHS KPUIITOTPAPUUECKUX CUCTEM.

Ymemes:
— OIIEHUBATh Ka4eCTBO TOTOBOTO MPOTPAMMHOTO 00ECTIEUeHHUs C TOYKU 3peHUs 6€30MacCHOCTH;
— OPHEHTHPOBATHCSI B COBPEMEHHOM CHCTeMEe UCTOYHUKOB MH(POPMAITUY;

— WCIOJIb30BaTh 3AIIUIIEHHBIE COBPEMEHHBIC MH(DOPMAIIMOHHBIE TEXHOJIOTHU B CBOEH
npohecCHOHANBEHOM e TeNbHOCTH,



aHAJTM3UPOBATh NH(POPMALIMOHHYIO 6€30IaCHOCTh MHOTOIIOJIB30BATEIbCKUX CUCTEM;
IMMOJIb30BATLCA MMPOrpaMMHBIMU CPCACTBAMU, PCATU3YOIIIUMU OCHOBHBLIC
Kpunrorpapuyeckie GyHKINUH - CACTEMBI ITyOJIMYHBIX KITI0YeH, HH(POBYIO MOIUCH,
paszeneHue 10CTyIa;

BUJICTH ¥ ()OPMYJIHPOBATH POOIIEMY 3alIUTH HHPOPMALIIH;

CTaBUTH 1IENU U 3324 TI0 00eCTIeYeHNI0 HHPOPMALIMOHHOM 0€30MMacHOCTH.

Bnaoemp:

METOAAMH U CPEICTBAMH TEXHUYECKOH 3aIuThl HH(pOpMaIuy;

METOJIaMH PacdeTa U MHCTPYMEHTAIBHOT'O KOHTPOJISI [TOKa3aTesieil TEXHMYECKOH 3alUThI
uHpopManuy,

MCTOJIb30BAHUS HHCTPYMEHTOB KpUNITOrpaUIeCcKOi 3auThl HH)OpMAIHIH;
UCIIOJIB30BAHUS COBPEMEHHON TEPMUHOJIOTUH B 00J1aCTH MH(OPMAMOHHOM 0€3011aCHOCTH;
PUMEHEHHS METOIOJIOTHH 3AIIUTHI B 00J1IaCTH MH()OPMALMOHHON 0€30MaCHOCTH.

4. COAEP KAHUME JUCHUIIJIMHBI U ®OPMbI OPI'AHU3AIIUU YYEBHOT'O

MPOLIECCA

MopsinkoBbIi
HOMep U TeMa

Kparkoe conepxkanue TeMbl

Cooeporcamenvhotii Mooys 1.
OcHOBHBIE 110JI0’KeHUS TeOPUN HH(POPMALIMOHHOH 0€30I1ACHOCTH

Tema 1. Cranpaptbl B 061acTH MHPOPMALIMOHHON 0€30macHOCTH. MeXyHapoIHbIE
MexayHapoaHble | CTaHZapThl UWHGpOpMalMOHHOrO oOmeHa. IloHsTue yrpossl, arakw.
CTaH1apThl ['moGaneupie cetm W wuHpoOpManmMoHHas OezomacHOCTb.  [loHsTHE
MH(GOPMALIMOHHOTO | HAapyIIUTeNns WH(POPMAIMOHHON Oe3omacHOCTH. Xakepbl. Bubl Xakepos.
obmena. [Tousatue | [Ipumepbl xakepckux arak. Bupycbl kak Kiacc BpPEIOHOCHOTO TIpo-
YTPO3BI. rpaMMHOTro obecrieueHusi. Busibl BUpycoB U X KJIacCUPHUKALIMSL.

Tema 2. Tpu BHZa BO3MOXHBIX HapylleHUH HH(OpMalnMOHHOW Oe3omacHOCTH. 3
Bussl Bo3MokHBIX | cocTaBisitonux UMb - 1enocTHocTh, JOCTYMHOCTh, KOH(UICHIMATBHOCTb.
HapylIeHUH 3amuTa MTHPOPMAIIMOHHOM CUCTEMBI OT YTPO3.

MH(OPMALIMOHHON

CHCTEMBIL. 3allura.

Tema 3.

OCHOBHBIC TOI0KCHHUS TCOpHUn HH(I)OpMaHHOHHOﬁ 0c30macHOCTH. AHaAIu3

OcHoBHbIE pa3IUYHbBIX MoJiesiell 0€30aCHOCTH, KaK JJIsi KpYyIHOTO 00bEeKTa, TaK U JJIs
IOJIOKEHHUSI OTHOCHUTEJIBHO HEOONbLIOW KOMMaHuu. Mojenn 06e30MacHOCTH  JUis
TEOpUHU JoMaltHel — MHQpOpManmMOHHOM  cucreMbl.  [IpuMmeHeHne  MeTOIOB
MH(POPMALIMOHHON | HH(POPMALIMOHHOM 6€30MaCHOCTH

0€30I1aCHOCTH.

Mopenu

0€30MacHOCTH U UX

IIPUMEHEHHUE.

Tema 4. [TonsiTue TakcoHOMUHM HapyuieHHs Oe3omacHOCTH. [IpuuuHBl HapylieHus
Takconomus UHPOPMALIMOHHOM  Oe3omacHOCTH.  AyAWT  COOBITHM B pamkax
HapyUIeHUI WH()OPMAITMOHHOW CUCTEMBI. AHAIN3 Pa3IMYHBIX CIOCOOOB HAPYIICHHI
MHGOPMALMOHHON | HUHPOPMALIMOHHOM  0e30MacHOCTH. Xakepckue  aTakw, OTKa3bl
0€30MMacHOCTH U 00opya0BaHus B 00CITy>)KMBaHUH, BHEIIHUE (PAaKTOPbI, BIUAIOIINE MIPSIMO Ha
IIPUYMHBI, UH(POPMALIMOHHYIO 0€30I1aCHOCTh CHCTEM.

00yCIaBIMBaIONINE




ux
CYILLIECTBOBAHHUE.

Tema 5.
Hcnonp3oBanue
3aIUIIEHHBIX
KOMITbIOTEPHBIX
CHCTEM.

3alMIIEHHbIE KOMIIBIOTEPHbIE cHUCTeMbl. X BHIBl M  OCOOEHHOCTH.
[Ipumeps! 3alMIEHHBIX cucTeM. MX HMCIOJb30BaHME M NPUMEHEHHUE HA
npakTuke. OCHOBHBIE TEXHOJOTMU IIOCTPOCHUS 3AINUIICHHBIX CUCTEM.
®usnueckue ycrpoucrBa. Mx Buasl U ucnoas3oBanue. IIporpamMMHubie
nakeTbl. Bujpl MporpaMMHBIX IMAKETOB sl OOeCleyYeHHs 3alllUIIEeHHON
CHUCTEMBI. IIpaBoBBIE 0Cc0OEeHHOCTH UCII0JIb30BaHUS CPEACTB
UH(POPMALMOHHOM 3aLUTBHI.

CooepocamenbHblit MOOYb 2.
Kpunrorpadguueckue meTobl 32l ThHI MHGOPMAIHMH.

Tema 6.
[Ipenmer u 3amauun
Kpunrorpadumu.

OcHOBHEIC MMOHSATHS: 3aJ1a4u, O0BEKT, MPEIMET, METO/IbI
kpunrorpadudeckoit 6e3omacHocTd. TpeboBaHHMs K KPUNTOTpahUUESCKUM
cUcTeMaM 3aIUTHI uHbOpMaIuu. Crioco0sl peanuzainuu

Kpunrorpaduyeckux MetooB. [loHsTHE ¥ BUIBI KpUNITOTPA()UIECKUX aTaK.
Kpunrorpaduueckuit mporokon. Kpunrorpadudeckune MeTOIbI 3aIlUTHI
uHpopmauuu. Mertoasl  cTeraHorpaguu.  ANnapaTHO-IPOTrpaMMHBIE
cpeacTBa 3amuThl nHGopMmauuu. Kiaccudukanus metonoB muppoBaHUs.
TpeboBaHMs K COBpEMEHHBIM IIH(pam.

Tema 1.
Metonabl
mudpoBaHus ¢
3aKPBITHIM
KITFOUOM.

[Ipocreiimme meronsl mM(POBaHUS C 3aKPHITHIM KitouoM. OOmas cxema
CUMMETPUYHOTO IMmH(poBaHus. MeToasl 3aMmeHbl. [IpomopruoHanbHbIE
mudpsl. MHOroanpaBUTHBIE OJICTAHOBKU. MeTO/Ibl TaMMHUPOBAHHUS.
Mertonbl nepectaHoBkU. IloHsTHEe KOoMmIo3uLmoHHOro mMdpa. Onepanumy,
UCTIOJIb3yeMble B OJIOYHBIX aJTOPUTMAX CHMMETPUYHOTO IIH(POBAHMUS.
CrpykTypa 0JIOUHOTO aJropuTMa CUMMETPHYHOTO MU(PpPOBaHHUSL. MeTobl
CUMMeTpUyHOro mudposanus. biaoyHoe u moTOKOBOE IM(pPOBAHUE.
Knaccuueckas cerp @eiicrensa. Anroputm mudpoBanus DES wu ero
Moaudukanuu. AOCOTIOTHO HAACKHBIM mudpp. OCHOBHBIE CBOWCTBA
CUMMETPUYHBIX KpUNTOCHCTEM. PesKiMBbI paboThl OJIOYHBIX AITOPUTMOB.
Anroput™m Kpunrorpaduyeckoro npeodpazoBanus gaHHeix ['OCT 28147-
89. MHcnonp3zoBanwe  OJNOYHBIX  aJNTOPUTMOB  MHUQPPOBAHUA IS
¢dopmupoBanusa xeul-gyHkuuu. O030p aJropuTMOB (OPMHUPOBAHHUS XeEII-
b YHKIHHA.

Tema 8.
Kpunrorpaduueck
W€ aJITOPUTMBI C
OTKpI)ITBIM
KJIFOUOM.

OcHOBHBIE TOHATUS UM  KJacCU(UKAIUS CPEACTB  aCCUMETPHUUYHOU
Kpunrorpadguueckoi  3ammTel  MHGopManuu. OCHOBHBIE  CBOICTBa
aCUMMETPUYHBIX KpuntocucteM. OHocTopoHHUE QyHKIMHU. TpeboBanus K
anroputMaM MUEQPOBaHUS C OTKPBITHIM KiIo4oM. Vcmonb3oBaHue
aCUMMETPUYHBIX alropuTMoB ais mmdposanus. L{udposas nmoxnuce Ha
OCHOBE AQJTOPUTMOB C OTKPBITBIM KJIIOUOM. l'eHepauus U XpaHEHHE
Kioyed. DOOpMHUpPOBAHME CEKPETHBIX KIOUEH C  HMCIOJIb30BaHUEM
aCUMMETpPUYHBIX anropuTMoB. Pacnpenenenue ximrodeil. YmpasieHue
KJIIOYaMH B CUCTEMAaX C OTKPBITHIM Kito4oM. Anroput™ Judpu-Xenmana.
Anroputm RSA. Anroputm Onb-I'amansa. Kpunrorpaguueckue cucTeMsl
Ha OJJUIMNTHYECKUX KpUBBIX. B0O3MOXHBIE aTaku NpHU HCIOIb30BaAHUU
ITOPUTMOB ACUMMETPUYHOTO MH(pPOBaHUSI.

Tema 9.
OneKTpoHHas
uudpoBast MOANKCH

Hcropust pasButusa. Buasl 5IeKTpoHHBIX mnoanuced B Poccuiickoit
@eneparun. OO0mas cxema  AJIEKTPOHHOM — 1M(POBOH  MOANMUCH.
Hcnonp3oBanne xem-QyHKIMA. Buael acuMMETpU4HBIX aNrOpUTMOB
1M ($poBON MOANUCH. DIIEKTPOHHAS MOJIUCH HAa OCHOBE airoputMa RSA.
[ludpoBast moanmuch Ha OCHOBE anroputMma Oib-I'amans. CranaapTsl Ha
QITOPUTMBI IIM(PPOBON TOANKMCH. YNpPaBICHHWE OTKPBITHIMU KIIFOUaMH.
[Tporoxon ayrentudukannu Hunxsma-Ipenepa B cirydasix CHMMETpUYHOM
U aCHMMETPHUUYHOM cucTtembl mudpoBanus. Mojenu atak 1 UX BO3MOXKHBIE
pE3yIbTATHL.

Tema 10.
CoBepuIeHHO

OcHOBHBIE TOAXOABl K HU3MEpPEHUI0 UHPOpMAIUU. ODHTPONHUS H
HeompeaeaeHHOCTh. Hopma s3pIka B M30BITOYHOCTE cooOmeHui. TTonsaTne




CCKPCTHELIC COBCPIICHHO CereTHOfI cucTeMbl. PaccrosHue CANHCTBCHHOCTH.
CHUCTCMBI.

Kypc nuctumnunsl «be3onacHocTs u 3amuTa nHGOpManuyd B HHPOPMAITMOHHBIX CUCTEMAaX»

npeaycMaTpuBacT cieayromye GopMbl OpraHu3anuu y4edHOro npoiecca:
1. nekuumu;
2. 1abopaTOpHbBIC 3aAHATHUS;
3. camocTosTeNIbHAs paboTa CTyICHTA.

CchUTKM Ha AJIEKTPOHHBIC MaTepHajbl MO BceM (opMam opraHu3aliu y4eOHOro Ipolecca
pa3melieHbl Ha caiite http://donnu.ru/phys/kt/bondarenko.

[To ucTouHMKy mepenayu M BOCHPUATHS Y4eOHOH HMH(OPMAIMHM WCIOJIB3YIOTCS CIOBECHBIC
(;lexuus, 6ecena), HarIsiAHblE (WJUIIOCTpALUs, IEMOHCTpanus), IMpaKkTUYecKue (McCaei0BaHus,
YIpaKHEHHUS, JIA00paTOPHBIC PAOOTHI) METO/BI.

[To xapakrepy MO3HABaTEIbHON JESITEIBHOCTH CTYAEHTOB HCIIOJB3YIOTCS OOBSCHUTEIBHO-
WLTIOCTPATHBHBIC M PEIPOJAYKTUBHBIC METO/IbI, IIPOOIEMHOE MPETOAaBaHUE, YACTHYHO-TTOMCKOBBIN
Y UCCJIEI0BATEIbCKUI METO/IBI.

B 3aBUCHMOCTH OT OCHOBHOMW JTUJIAKTUYCCKOHN LIEJIN M 33a4 UCTOJIb3YIOTCS METOJIbI YCTHOTO
U3JI0KCHUSI 3HAaHUH, 3aKpeIuieHue y4eOHOro Marepualia, CaMOCTOSTEIbHONH PadOThI CTYJEHTOB IO
OCMBICJICHHIO U YCBOGHHUIO HOBOT'O Marepuaia, paboThl 10 MPUMECHECHUIO 3HAHUW HA TPAKTUKE U
BBIPAOOTKE YMEHHU M HaBBIKOB, IPOBEPKU U OLCHKH 3HAHWH, yMEHUI 1 HABBIKOB.

Hcronb3yroTes Cleayonue METOIbI KOHTPOJIS:

1. ycTHBII KOHTPOJIB (3KCIIPECC-0IPOC Ha JIEKIUSIX);
2. IpOBEpKa KOHCIIEKTOB;
3. 3ammra J1abopaTOPHBIX padoT;
4. mpoBepKa caMOCTOSATENbHBIX PadOT;
5. MoAlyJIbHAasi KOHTPOJIbHAsS paboTa (IUJaKTUYECKOE TECTUPOBAHUE);
6. sK3ameH.
TemaTuyeckui mjiaH
CopaepxaresbHbIH MOaYJIb 1
KoJymm4yecTBo yacos
Ounas ¢popma o0ydeHus 3aounasi popma oOyuenust
B T.4. B T.Y.
o] < ] <
Ha3BaHus s | & S S
2] g ‘g S
cojiepKaTeJbHBIX o 2 g2 | & 2 2 & g
< ] =R @] =R
MOayJeil H TeM 5| 5| 8| & 3 3| 5| =| 3 z g g
B 2| | 2 e 5| 2 5| £ e e o
s E 2 =t s S » £ 8 g
= = o) = ;f = = %) = g(\
2| '€ S 2, ‘9 S
S < = = < = =
= 13) =) = = 13) =)
o = 1) =
S| F S 5
S = S =
Tema 1.
MesxayHapoiHbIe
CTaHIapTHI
Ky 18 | 2 4 | 12 18 (0,4 08 | 168
MH(POPMAIIMOHHOTO
oOMmeHa. [Tonsitue
yTPO3BI.



http://donnu.ru/phys/kt/bondarenko

Tema 2. Buapl
BO3MO>KHBIX
HapyILIECHUN
HH(pOPMAITMOHHOM
CUCTEMBI. 3alluTa.

18

12

18

0,4

0,8

16,8

Tema 3. OcHoBHEIE
MOJIOKCHUS TEOPUU
HH(pOPMAITMOHHOM
0E30I1acHOCTH.
Mopenu
0C30IMaCHOCTH U UX
MIpUMEHEHHE.

18

12

18

0,4

0,8

16,8

Tema 4.
TakcoHomus
HapyLIECHUN
HH(pOPMAITMOHHOM
0€30MMacHOCTH U
MIPUYHHBI,
00yCIIaBIMBAIOIIHEC
ux
CYIIIECTBOBAHHE.

18

12

18

0,4

0,8

16,8

Tema 5.
Hcnonp3oBanue
F:11107000(S503 0304
KOMITHIOTEPHBIX
CHCTEM.

18

12

18

0,4

0,8

16,8

Hmozo no 1-my
cooepirrcamebHomy
MO0y

90

10

20

60

90

84

CoaepxarejbHBIA MOAYJIb 2

Ha3zBanus
conepmaTe.anle
MOJYJIEH U TeM

KoaunuyecTBO 4acoB

Ounas ¢popma o0ydeHus

3aounas popma oOyueHuns

BCETO

B T.4.

B T.4.

JIEKLIAU

MMPpaKTUYCCKUEC

nabopaTopHEIE

CaMOCTOsTCIIbHASA pa60Ta

HHIUBUAyaIbHAS padoTa

BCETO

JIEKLIAU

MPAaKTUYECKHE

nabopaToOpHEIC

CaMOCTOsITCIIbHAs pa60Ta

HHAWBUAyaIbHAs padoTa

Tema 6. Ilpenmer u
3aJauu
Kpunrtorpaduu.

18

[EEN
N

18

0,4

0,8

16,8




Tem

G poBaHuUs C 18 | 2 4 12 18 | 0,4 0,8
3aKPBITHIM KIFOYOM.

a 7. Metongul

10

16,8

Tem
Kpu

AJTOPUTMBI C
OTKPBITHIM KIJIFOYOM.

asd.

nrorpaduueciue | qg | 5 4 | 12 18 |04 08

16,8

Tem

DneKTpoHHas 18 | 2 4 12 18 |04 0,8

ud

a?9.

poBad MOAINUCH.

16,8

Tem

CoBepIieHHO 18 | 2 4 12 18 |04 0,8

CCKPCTHLIC CUCTCMBEI.

a l0.

16,8

Hmozo no 2-my
cooepycamenvnomy | 90 | 10 20 | 60 0 | 2 4

MO0y

84

Bcezo uacoe 180 | 20 40 | 120 180 | 4 8

168

5. METOAUYECKHUE PEKOMEHIAIIUU JJISA TIPOBEAEHUS JIEKHHUOHHBIX,

INPAKTUYECKHUX U IABOPATOPHBIX 3AHATHIA

TeMbl JIEKIITHOHHBIX 3AHATHI

No Konuuecmeo
W Ha3zeanue memui wacos
1. |MexnayHapoaHble cTaHAapThl HHGOpMaMOHHOTO oOMeHa. [TonsaTue 9
YTPO3HL.
2. |Buubl BO3MOXKHBIX HapylIeHUH HH()OPMAIIMIOHHON CUCTEMBI. 3aluTa. 2
3. |OcHoBHBbIE MOJIOKEHHSI TEOPHH HH(POPMAIMOHHOH Oe3omacHocTH. Monenu 9
0€30MacCHOCTH U UX IPUMEHEHHUE.
4. |Takconomus HapylieHUi HH(POPMATMOHHON 6€30MaCHOCTH U IPUYUHBI, 5
00ycaBIMBaIONINE UX CYIIECTBOBAHHE.
5. |Hcnonp3zoBanue 3aIMILIEHHBIX KOMIIBIOTEPHBIX CUCTEM. 2
6. |IIpemmer u 3amauyn kpunrorpadpuu. 2
7. |Metoas! mH@poBaHUS C 3aKPBHITHIM KIIFOUOM. 2
8. [Kpunrorpadudeckne anropuTMBbl C OTKPBITHIM KITFOUOM. 2
9. |DnekTpoHHas MUQPPOBAsS MOJITUCE. 2
10. |CoBepiieHHO CEKPETHBIE CUCTEMBI. 2
BCEI'O 20
Tembl J1a00paTOPHBIX 3AHATHI
No Konuuecmeo
wn Ha3zeanue memui waCos
1. [Takconomus HapylIEeHUN nH(pOPMaLMOHHON 0e30macHOCTH 6
BBIYUCIUTEILHOW CHCTEMbl W NPUYMHBI, OOYCJIAaBIMBAIOIIME HX
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CyI€cCTBOBAHHUC

AHann3 cnocoboB HapyleHu HHHOPMaIMOHHON 6€3011aCHOCTH

OCHOBHBIC TEXHOJIOTUH MOCTPOCHUS 3allIUIIICHHBIX CUCTCM

[Tporpammuast peanuzanus aroputma RSA

[TporpammMHas peanusanus KpUNTOrpahpuyecKux MpoTOKOJIOB

S Bl Eall Fel I
|0 |oo o]

[Iporpammuas peanu3zanus DI
BCET'O 40

6. METOAMYECKUE PEKOMEHJALINU 11O OPTAHU3ALIUN
CAMOCTOATEJBHOU PABOTBI CTYJAEHTOB

Opranuszanusi CaMoCTOATEIbHOI PadOThI CTYIEHTOB

CamocrosrenbHas paboTa CTyeHTOB MO Kypcy «bezomacHocTs u 3amura mHGOpMalnuu B
MH(OPMALIMOHHBIX CUCTEMaX» MPEyCMaTpPUBAET:

— CHCTEMaTM4YeCKO€ BeJIeHHE KOHCIEKTa JIEKIMH U IOBCEJHEBHYIO IpOpabOTKy
JCKIMOHHOI'O MaTepUaa;

— U3Yy4YCHHME JIOIOJHUTEIIBHOM TEXHUYECKOW JINTEpAaTypbl W HHTEPHET-UCTOYHUKOB,
PEKOMEHIyEMBIX 3TOM MPOrpaMMON;

— 10OpPOCOBECTHYIO OJTOTOBKY K JIAOOPATOPHBIM 3aHATHUSM;

— CaMOCTOATENbHYIO pa3pabOTKy aJIFOPUTMOB M TEKCTOB IIPOTrPAMM JIAOOPATOPHBIX padoT;

— U3y4YEHUE JONOJHUTEIBHOTO MHCTPYMEHTApHS,

— CBOEBPEMEHHOE U KaueCTBEHHOE O(hopMIIeHHE OTYETOB 10 JIAOOPATOPHBIM paboTaMm.

Ne Konuuecmeo
wn Ha3seanue memot wacos
1. [MexnayHapoaHble cTaHAapThl HH(OpMaMOHHOTO oOMeHa. [TonsaTue 12

YTPO3BL.
2. |Buubsl BO3MOKHBIX HapyIIeHUH HH()OPMAIIMOHHON CHCTEMBI. 3aInTa. 12
3. | OcHOBHEBIE MOJOXEHUS TeOpUH WHHOPMAMOHHON Oe3omacHocTH. Moienn 12
0€30I1aCHOCTH U X IPUMEHEHHUE.
4. |TakcoHoMusl HapylIeHUH HH()OPMALIMOHHON O€30MMaCHOCTH U IPUUUHBL, 12
00ycaBIMBaIONIME UX CYLIECTBOBaHMUE.
5. |Hcnonbp3oBaHue 3aIUIIEHHBIX KOMITBIOTEPHBIX CHCTEM. 12
6. [[Ipemmer u 3amaun KpunTorpapum. 12
7. |Metoaps! mHU(POBaHUS C 3aKPBITHIM KIIFOUOM. 12
8. |Kpunrorpaduueckue alropuTMbl ¢ OTKPHITHIM KIFOYOM. 12
9. |[OnextpoHHas nuppoBas MOAMNUCE. 12
10. |CoBepuieHHO CEKPETHBIE CHCTEMBI. 12
BCEI'O 120

7. AHAUBUY AJIBHBIE 3AJAHUSA
WupuBuyanbHbIe 3a1aHUS HE TIPETyCMOTPEHBI Y4eOHOM MTPOrpaMMOii.

8. KOHTPOJIBHBIE BOITPOCHI K TIPOMEXXYTOYHOM ATTECTAIIUN

1. Yro takoe undopmanronHas 6e30MacHOCTE?
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Kakue npeanoceutku u nienu odecneveHus nHGOpManoHHON 0€30MacHOCTH?
Uro BkIIOUaeT B ce0st mHGopMaImonHasi 6oproa?
KakoBbl 00111M€ TPUHITUITBI 0OECTIeYeHUs 3aInThl HHpopMarum?

abkown

Kakue nmeroTcst BUIbI yrpo3 HHGOPMAITMOHHON 0€30MaCHOCTH TIPEITPHUSITHS
(opranuszanumn)?

o

Kakue ncrounuku Hanbosee pacpoCTpaHEHHBIX YIPpo3 HH(HOPMALIMOHHON
0€30MaCHOCTH CYIIECTBYIOT?

7. Kakue BHIIBI CETEBBIX aTaK HMEIOTCS?

8. Kakumu crioco6amu CHU3UTH yrpo3y cHU((HUHra TaKeTOB?

9. Kakue MepslI 110 ycTpaHeHuIo yrpossl IP -cryuHra cyiecTpyor?

12.Yrto BKIIFO4YaeT O0pbba ¢ aTakaMu Ha YPOBHE MPUITIOKCHHIA?

13.Kakue cymecTByloT — mpobieMbl  obecredeHus 0e30macHOCTH
JIOKAJIbHBIX BBIYUCIIUTEIIBHBIX CETEH?

14. B uem 3akiroyaeTcs pacupeielieHHoe XpaHeHue (aitios?

15. Yro Brmo4aroT B cebst TpeGOBaHus 110 00ECIICUEHHIO KOMITJIEKCHON CHCTEMBI
nH(pOpMaIMOHHOM 6e301acHOCTH?

16.Kakue ypoBHM  HMH(pOPMALUOHHOM 3allUThl  CYIIECTBYIOT, ux
OCHOBHBIE COCTaBJISIOLINE?

9. OBPAZEI]l MOAYJBbHOI'O KOHTPOJISL

roYy BIIO «JIOHEIKUA HAIIMOHAJIbHBIIA YHUBEPCUTET»
OU3NKO-TEXHUYECKUI PaKyIbTET

Hanpaenenue noocomosxu: 09.04.01 Hugpopmamuka u eviuucnumenbHana mexHuKa
Maeucmepckas npoepamma: Hugpopmamuka u epluucnumenvrnan mexHuka

IIpoecpamma noocomosxu: aKademuueckas mazucmpamypa

Cemecmp 1

Vuebnas oucyuniuna bezonacnocmo u 3auwguma ungpopmayuu 6 ungpopmayuonnvix
cucmemax

MOZYJbHAA KOHTPOJIbHAA PABOTA 1
BAPHUAHT Ne1l

1. Ilporpamma, KoTOpast MOKET Pa3MHOKAThCS, IPUCOETUHSAS CBOM KOJI K Apyroi
IIporpaMMe, Ha3bIBAETCS
Bri6epute ouH OTBET.

a. Komnunstop

b. UuTepHer-uepBu

c. Bupyc
2. Benmmumuoit  (pasmepoMm)  ymepba  (Bpema), OXHIAEMOTO B pe3yjbTare
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HH(OpPMauu WM HapyIIEHUs JIOCTYIHOCTH
MH(OPMallMOHHON CUCTEMBI, Ha3biBaeTcst BeiOepuTe oJIuH OTBET.

a. BoznelictBreM (BIUSTHUEM )

b. [Torepeit

c. Cuiont
3. Kox, criocoOHBII caMOCTOATENBHO, TO €CTh 0€3 BHEAPEHUS B IPyTHE TIPOTPAMMBI,
BBI3BaTh PAcCIpOCTPAHEHHE CBOUX KOMUI 110 HH(OPMAIIMOHHON CUCTEME U HX
BBITNIOJIHEHHE, Ha3bIBaeTCsl BbiOepuTe oA1H OTBET.

a. TpostHcKOM ITporpamMmoin

b. Uepsem



. Bupycom
4. YpoBeHb pUCKA, KOTOPBIM CUUTACTCSA JOCTYIIHBIM JJIS TIOCTUKEHUS XKEJTaeMOTro
pe3yJibTaTa, Ha3blBAETCs
BeiOepure oguH OTBET.

a. YCTOMYUBOCTBIO

b. TepnuMOCTBIO 110 OTHOLICHUIO K PUCKY

C. HezaBucumocTtsro
5. KoMmprorep ¢ 0JHUM IPOLIECCOPOM B KaXK/Iblii KOHKPETHBI MOMEHT BPEMEHU MOXKET
BBITOJIHATH KOMaH{
BeiOepure oauH OTBET.

a. Jlse

b. Omny

C. CKoJIbKO 3a1ayT
6. AropuTMBbl peanbHOT0 BpEMEHH, 3apaHee Ha3HAvarole KaKaoMy IIpoleccy
(uKCHPOBaHHBIN PUOPUTET, I1OCIIE YETO BHIIOJIHSAIONINE IPUOPUTETHOE IUIAHUPOBAHHE
C IEPEKITIOUEHHUSIMH,
Ha3bIBAOTCH:
BriOepure ouH OTBET.

a. CTaTuyecKuMu alropuTMamu

b. Anroputmer RMS

C. lunamuyeckuMu anropurMaMu
7. CucteMHble ¢ailspl, o0ecrieunBaroue NoAICPKKY CTPYKTYp (paiaoBoil cuctemsl,
Ha3bIBalOTCs: BbiOepuTe oauH OTBET.

a. Karanoru

b. CumBosbHBIC (ailibl

C. Perynsipusie daitnbt
8. Konpl, o6agaronue crmocoOHOCTBIO K PaclpoCTpaHeHHIO (BO3MOXKHO, C
U3MEHEHHSMH) ITyTeM BHEJIPEHHUs B ApYTHe POrpaMMbl, Ha3bIBAIOTCS
Bri6epure ouH OTBET.

a. Bupycamu

b. Pyrkuramu

C. Uepssamu
9. TpeboBanneM K MHPOPMAITHOHHOW CUCTEME, SBIISIOMIMMCS CIICACTBUEM
JIeMCTBYIOIIEr0 3aKOHOAATENIbCTBA, MUCCHH U TIOTPEOHOCTEN OpraHu3aIui,
Ha3bIBAETCS:
BriOepure ofuH OTBET.

a. [IpaBmnamu G6e30macHOCTH

b. TpeGoBanuem O6e30macHOCTH

C. Mepamu Oe3omacHOCTH
10. INponeccom uaeHTUDUKAIMHE PUCKOB TPUMEHHUTENBHO K 0€3011acCHOCTH
MH(OPMALIMOHHON CUCTEMBI, OIIPEIEICHNS BEPOSITHOCTH UX OCYIIECTBICHHS U
MNOTEHIMAJIBHOTO BO3/IEHCTBHUSA, a TAKXKe JOMOJIHUTEIbHBIN KOHTPMEp, OCTIa0Isomunit
(YMeHbIIAIOIMINIA) 3TO BO3EMCTBHE, HA3BIBAETCA:
Bribepurte ouH OTBeT.

a. YHpaBlIeHHE PUCKOM

b. [IpenynpexaeHnemM pucKOB

C. AHaJIIM30M PHUCKOB

VYTBepx1eHO Ha 3aceJaHuU Kadeapbl KOMIBIOTEPHBIX TEXHOJIOTHH,
npotokoa Ne 12 ot «2» anpens 2020 r.
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3aBenyrouuii kadeapoit Epmounenxo T.B.
[IpenonaBarens bonnapenko B.1.

KpnTepnn OCHUBAHUSA MOAYJBHOI'0 KOHTPOJIH

Homep 3a0anusn Koauuecmeo oannoe

3aganue 1

3aganue 2

3amanue 3

3aganue 4

3amanue 5

3aganue 6

3aganue 7

3aganue 8

3aganue 9

NINININININININININ

3aganue 10

N
o

Bcezo

10. OBPA3ELl DK3AMEHALIMOHHOI'O BUJIETA

rOYy BIIO «JIOHEIKWI HAIIMOHAJIbHBIIA YHUBEPCUTET»
OU3NKO-TEXHUYECKUH PaKyIbTET

Hanpaenenue noocomosxu: 09.04.01 Hugpopmamuxa u evryuciumebHas mexHuKa
Maeucmepckas npoepamma: Hughopmamuxa u evluuciumenbHas mexHuKka

IIpoepamma noocomosku: aKademuueckan mazucmpamypa

Cemecmp 1

Vuebnas oucyuniuna Be3onacnocme u 3auuma ungpopmayuu 6 unghpopmayuonnwvix
cucmemax

JK3aMeHalMOHHBIN 6uieT 1

1. Ataku Ha cucTeMy 0€30MacHOCTH M COBPEMEHHBIE METObI 3aIIHUTHI.
2. Kerberos. I[IpoTtokon pactpeesieHus KItoUueH.

YTBepkJIeHO Ha 3aceaHuM Kadeapbl KOMIIbIOTEPHBIX TEXHOJIOTHH,
npotokoi Ne 12 ot «2» anpenst 2020 r.

3aBenyrouuii kadeapoit Epmonenxo T.B.
DK3amMeHaTop bonnapenko B.1.

Kpurepun oueHuBaHus IK3aMEHa

Homep 3a0anusn Konuuecmeo 6annoe
3ananue 1 15
3aganue 2 25
Bcero 40




11. OBPA3EIl TECTOBOI'O 3AJIAHUSA
1.  BriGepute npaBmibHbIM 0TBET. Kpunrorpadus — 3710:
a) HayKa, U3ydaroliasi pa3BUTHE KOMIIBIOTCPHBIX TEXHOJIOTHIA;
0) Hayka, 3aHUMAIOIIAsICS U3yYCHUEM METOJIOB M CPEICTB 3alIUThl HH(OPMAIHH;
B) HayKa, 3aHIMAIOIIAsCS U3yYEHHUEM METOIOB U CPEJICTB PACTIPEICTICHUS
nH(bOpMaLnH;
r) HayKa, 3aHHMAIOIIAsCs N3yYCHUEM HH()OPMAIIHH.

2.  BpiOepure npaBuiIbHBIN OTBET. MeHTH(HUKATOP — 3TO:

a) YHUKaJIbHBIN NPU3HAK JaHHON MH(OPMAIIMH, Ha OCHOBE KOTOPOTO MOKHO
JIOKa3aTeIbHO YCTAHOBUTH €€ MOJTHHHOCTD;

0) yHUKaJIbHBIN NPU3HAK TaHHON MH(OPMAIIMH, Ha OCHOBE KOTOPOTO MOKHO
JIOKa3aTeIIbHO YCTAaHOBUTD €€ CYILIECTBOBAHHE;

B) YHUKQJbHBIN IPU3HAK HECKOJIBKMX BUIOB HH(POPMALIH, HA OCHOBE KOTOPOTO
MOYHO JIOKA3aTeIbHO YCTAaHOBUTD MX B3aUMOCBSI3b;

I) YHUKQJbHBIN IPU3HAK HHPOPMAIIUH, HA OCHOBE KOTOPOTO MOKHO yCTaHOBHUTH
€€ IIETTOCTHOCTb.

3.  Bribepute npaBuibHbIi 0TBeT. COBpeMeHHAsE KpUIITOTpadust
BKJIFOUYAET B CEOSL:

a) CHUMMETPUYHbIE KPUIITOCUCTEMBI, KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM,
CUCTEMBI HJIEKTPOHHOW NOAIIHCH, YIIPABICHUE KII0UaMH;

0) CHMMETPUYHBIC KPUIITOCHCTEMBI, ACHMMETPUYHBIEC KPHUITTOCHCTEMBI, CHCTEMBI

3JIEKTPOHHOM IOAIHKCH, YIIPABICHUE KIIIOUaMU;

B) CHUMMETPHUYHbIE KPUITOCUCTEMBI, KPUIITOCUCTEMBI C 3aKPBITHIM KIIFOUOM,
CUCTEMBI HJIEKTPOHHOU NOATIHCH, YIIPaBICHUE KII0UaMH;

I) CHUMMETPUYHbBIE KPUIITOCUCTEMBI, KPUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM,
CHCTEMBI JIEKTPOHHOM 3aIUThI, OJIOKUPOBKY KIIFOYaMH.

4.  BoiOepuTe npaBUIbHBINA OTBET. AJl(haBUT — 3TO:
a) MHOXECTBO CHMBOJIOB JIATHHCKOTO aI(haBUTa;
0) KOHEYHOE MHOKECTBO HCIOJIb3YEMBIX JJIs1 KOAUPOBaHUs HHPOpMaLUu
3HAKOB;
B) OeCKOHEYHOE MHOXKECTBO UCIOJIb3YEMBIX ISl KOAUPOBAHUS HHPOpMAIIUU
3HAKOB;
I) KOHEYHOE MHOXECTBO MCHOJIb3YEMBIX ISl KOAUPOBAaHUs HHPOpMauu Ludp.

5.  BriOepute npaBuibHbINA 0TBET. TeKCT — 3TO:
a) HEyHopsI0YeHHbII HaOOp U3 2IIEMEHTOB alaBuUTa;
0) ymopsAo4YeHHBIH HAOOP CIOB;
B) YNOPSIOYEHHBIH HAOOp U3 AIIEMEHTOB aI(aBHTa;
I) HEYyNopsJA0YeHHBIH HaOOp CIIOB.

6.  BeiOepure npaBuibHbIi oTBeT. [lIndpoBanue — 370!
a) TMPOIIECC MOTYUYCHUS JTaHHBIX;
6) mporecc CyMMHpPOBaHHS HH(DOPMALIH;
B) Imporecc 3amunppoBaHus U paciiuppoBaHUS;
r) mpolecc npeoOpazoBaHus JaHHBIX.

7.  BwiOepute mpaBuIIbHBINA 0TBET. KpUIITOCHCTEMBI IOAPA3ACTSIOTCS HA!
a) CHMMETPUYHBIC U aCHMMETPHUHBIC;
0) YHCIIOBBIC U CHMBOJIbHBIE;
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B) OTKPBITBIE U 3aKPBITHIE;
I) TOJIOKUTENbHBIE U OTPHLIATEIIbHBIE.

8.  BriOepute npaBuiibHbIA 0TBET. OMH U TOT K€ KJIIOY UCIIOJIb3YETCS B:
a) CHMMETPUYHBIX KPUIITOCUCTEMAX;
0) acUMMETPUYHBIX KPUITOCHCTEMAX;
B) CHMBOJIbHBIX KPUIITOCUCTEMAX;
I) YHCJIOBBIX KPUITOCHCTEMAX.

9.  BpiOepuTe npaBWIBHBIN OTBET. DJICKTPOHHOMN MOKMCHIO HA3bIBACTCS:

a) TMOAIMHUCH B KOHIIE TEKCTA,

0) HaboOp CMMBOJIOB, TIO3BOJISIOIIMH TPOBEPUTH MOATMHHOCTH COOOIICHHUS;

B) MPHUCOCIUHIEMOE K TEKCTYy €ro Kpunrorpaduueckoe npeoopa3oBaHue,
KOTOpPOE MO3BOJISIET MPH MOyYECHUH TEKCTa IPYTHUM MOJIb30BaTeIeM IIPOBEPUTD
ABTOPCTBO U MOJTUHHOCTH COOOIIICHUS;

r) MPUCOECTUHIEMOE K TEKCTY €ro Ha3BaHUE, KOTOPOE MO3BOJISIET MPH MOTYyYSHUN
TEKCTa APYTUM I0JIH30BATEIIEM POBEPHUTH ABTOPCTBO U MOUTMHHOCTH COOOIICHHUST,

Bri6epure npaBuibHbIN 0TBET. KpUnTOCTOWKOCTH — 3TO:

a) XapakTepUCTHKa IIU(pa, ONpeAeNsAoNIas ero CTOMKOCTb K PacIIM(ppOBaHUIO
0e3 3HaHU KIII0Ya;

0) XxapakTepuCTHKa IU(pa, ONPEAEIAIOLIas ero CTOMKOCTh K PacIu(ppOBaHUIO C
UCII0JIb30BaHUEM KIIIOUA;

B) XapaKTepHCTHKa Mudpa, ONpeaessionas ero CTOMKoCTh K HnppoBaHuto 6e3
3HAHUS KIII0Ya;

I) XapakTepHcTHKa Mmudpa, orpeessonas ero CTOMKOCTb K KOIMMPOBaHUIO 0e3
3HAHUA KIIH0Ya.

10. BsiOepure npaBUIIEHBIN 0TBET. MOHOATI(aBUTHBIE TIOICTAHOBKU — 3TO:

a) BHJ IpeoOpa3oBaHU, 3aKIIOYAIOLIUICS B 3aMEHE CUMBOJIOB HCXOJHOTO
TEKCTa Ha JIpyrue 1o 0ojee Uik MeHee CII0KHOMY ITPaBHILY;

6) BuJI npeoOpa30BaHUil, 3aKIIOYAIOLIUIACS B JJ0OABIEHUH CUMBOJIOB 110 OoJiee
WA MEHEE CIIO)KHOMY MTPaBUITY;

B) BUJ IpeoOpa30BaHMM, 3aKITIOYAIOIIMIACS B yIaJIEHUH CUMBOJIOB HCXOJHOTO
TeKcTa 1o 0osiee Wi MeHee CI0KHOMY IPaBUITy;

r) BUJ IpeoOpa3oBaHUM, 3aKITIOYAIONIMIACS B TPeoOpa30BaHUK CHMBOJIOB
HCXO/IHOTO TEKCTa 110 00JIee UM MEHEE CII0KHOMY IIPaBUITY.

12. KPUTEPUU OLUEHUBAHUSA

Pacnpeodenenue 6annos, Komopvie Mozym noJIy4Ums CHYOeHNbL
6 npouecce uzyueHus OUCYUNIUHDL

Yemeepmuiii cemecmp

ConepxarenpHbiid Monysb Nel | CoxepxaTesbHbId MOAYJIb Ne2

Jlaboparopusie | Mogx. | Beero | JlaGopaTtophbie Bcero
paboTHI kontp.| C.M. paboTsl Ox3amed| C.M.

Nel ‘ Ne2 ‘ Ne3 pa6oral Nol |Ned| Ne5 ‘ Ne6 No2

Bcero
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Makc.
Oaiut

5|15 |5 ] 20 35 |5] 10 |10 40 65 | 100

CormacHO MOYJbHOMY TPHHIMIY OpTaHM3allid y4eOHOTO IIpoIlecca, COJACp)KaHHE
JUCITUIUIMHBI BKJIIOYAeT B ceOs aBa 3au€THBIX MOMyJsi. Kaxaplii 3a4€THBIH MOMYJb COCTOUT W3
TEOPETHYECKOr0 Marepuajga W MPAKTUYSCKUX 3a/ad, BBINOJIHEHUE KOTOPHIX TpeOyeT OBIaACHUS
TEOpHEH B YKa3aHHOM B MOJTyJIe 00BbEME.

K mepBomMy MOIynbHOMY KOHTPOJIIO CTYJEHT JOJDKEH 3allUTUTh 3 J1abopaTopHbIE
paboThl. 3a nepsyro, smopyro U mpemvio N1aOOPATOpHBIE PAOOTHI CTYJACHT MOXET IOJyYHUTh IO 5
Oamia.

Ha nepBoM MOIyJIBHOM KOHTpOJIE CTYJEHT MMEET BO3MOXHOCTH mosyunth 20 OamioB 3a
OTBETHl HAa TECTOBbIE BOMPOCHL. K KaXa0My TECTOBOMY BOMNPOCY IpEAIoiaraeTcss HE MEHee
YeThIPEX BaApUAHTOB OTBETA.

K  »9Kk3ameHy  CTyOeHT  JOJDKEH  3allUTHTh 3 clexymomue  J1abopaTopHbIe
paboThl. 3a 4eTBEPTYIO pabOTy CTYJCHT MOKET MOJIY4UTh 5 Oanta, 3a MATYIO U HIECTYIO paboTy - 1Mo
10 6amnos.

Ha sk3ameHe CTyIeHT MMeeT BO3MOXKHOCTh NoiyunTh 40 OannoB, oTBETHB Ha 2 BOIpOCA.
OTBeThI Ha TIEPBBIN BOTIPOC OLIEHUBAIOTCS B 15 6anioB, Ha BTOpoii — B 25.

Ilxana coomeemcmeusn 641106 Hal{lIOHaJleOﬁ uiKae

Ouenka Ouenka no . Ouenka no
. OneHKa 1Mo rocy1apcTBEeHHOM HIKaJIe .
no mkaje| 100-6anabHoMi (3K3aMen, auddepeHIUpoBaHHbIii 3aueT) rocy/1apcTBeHHOM
ECTS IKaJje de peHuHp mKaJje (3a4uer)
A 90-100 5 (OTIMYHO) 3a4TEHO
B 80-89 4 (xopo11o) 3a4TEHO
C 75-79 4 (xoporo) 3a4TEHO
D 70-74 3 (YIOBIETBOPUTENBHO) 3a4TEHO
E 60-69 3 (YIOBJICTBOPHUTEIHHO) 3a4TEHO
FX 35-59 2 (HEYIOBICTBOPHTEIILHO) He 3aUTEHO
C BO3MOXXHOCTBIO TIOBTOPHOM ClIauu
2 (Hey10BJIETBOPHUTEIIBHO)
BO3MOKHOCTBIO TIOBTOPHOU ClIa4H TIPH
F 0-34 © BOSMOMHOCTBIO TOBTOPHOU CA p HE 3a4YTEHO
YCJIOBHH 00s13aTeIBHOTO Habopa
JIOTIOJTHUTEIbHBIX 0aJIJIOB

OreHka 3a OBIIaICHUE Kypca BBICTABIISIETCS IO CIICAYIOLINM MTPHHITUTIAM:

— OILIEeHKY «OTJIMYHO» 3aCiy’KUBAeT CTYJEHT, KOTOPBIH OOHApyXWJ TIyOOKHE 3HAHUS MpU
OTBCTAaX Ha TCOPETUYCCKUEC BOIIPOCHI ITIO TEMaM KypcCa, a TaKKE BBIITOJTHUII ITPAKTUYUCCKHUEC 3aJlaHUA B
noJTHOM 00béMe U Habpan 6onee 90 Gannos.

— OIeHKy «XOpOoIIO» 3aciy)KHBAeT CTYJCHT, CAETAaBIINN OIMHMOKA B TEOPETUYCCKUX WIIH
NPaKTUYECKUX OTBETaX, KOTOPhIE MOTYT OBITh MHTEPIPETHPOBAHBI KaK MAaJOCYIIECTBEHHBIE IS
BOIPOCOB, KOTOpbIE paccMaTpuBaiuch. CTyJeHT JOKeH HaOpaTh O6osee 75 Ganos.

— OLEeHKY «YAOBJIETBOPUTEILHO» 3aCIyKHBAe€T CTYAEHT, KOTOPBI BBIMOJHWI 3aJaHus
HETIOJTHO U C OITMOKaMU, HO IPpH 3ToM Habpait 6osee 60 6ayos.

— OLeHKYy «HEYAOBJIETBOPUTEIFHO» 3acilyXHBAe€T CTYAEHT, KOTOPBIH HE BBIIOIHIII
OOJILIITMHCTBA TEOPETHUECKUX M MPAKTHYECKUX 3a7a4 U HaOpas Menee 60 0amioB.

13. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE YYEBHOI'O TIPOLLECCA
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JIeKIImoHHbBIC 3aHATHS TIPOBOJAITCSA B ayAUTOPHUH, OCHAIICHHON MYJbTUMEAUMHON TEXHUKON U
TOCKOH.

JlabopaTopHble  3aHATHS HPOBOJATCS B  KOMIIBIOTEPHOM  Kilacce, 0O0OpYJAOBaHHOM
KOMIIBIOTEpPaAMU C JULEH3HMOHHBIM MPOrpaMMHBIM OOECIIEUeHHEM, JOCTYIOM K ceTH VIHTepHeET,
CTOJIAaMH U JOCKOH.

14. PEKOMEHJIOBAHHASA JIUTEPATYPA

Koa-Bo
e Hanuumne

IK3EeMILISAPOB B .
HaunmeHnoBaHnue JIEKTPOHHOM
n/n onomoTexe

Bepcun B OBC

JouHY

Ocnoenasa numepamypa
banuier I1. H. I“/IH(i)OpMaIII/I.OHHaﬂ 0€30MacHOCTb http://iprbooksh
1. |[Dnektponnbliii yueOHuk] : yuebnoe nocodbue / bamnuisr I1. H..

- EBpaszuiickuii oTKpbIThId HHCTUTYT, 2012. - 311 c. 0p.ru/10677
NineiinoB B.Sl. OpranuzanuoHHOe U TEXHUYECKOE
obecrnieueHre HHHOPMAITMOHHON OE30MMaCHOCTH. 3aIuTa
KoH(puaeHIMaIbHON HHOopMaluu. YdueObHoe mocodue
- M.: ®opym : UHDPA-M, 2014. — 256 c.
Jlonoanumensnasa numepamypa
Andepos A.IL, 3y6oB A.1O. u ap. OcHOBBI KpunTorpaduu:
3. |YuebHoe mocobue. 3-¢ uz., ucnp. u xom. — M.: ['ennoc
APB, 2005. — 480 ¢, un

15. ”TH®OPMALIMOHHBIE PECYPCHBI

1. Cchuiku Ha 3neKTpoHHBIE MaTepuaibl kypea. URL: http://donnu.ru/phys/kt/bondarenko
(mata oopamenns 10.03.2020 r.)

2. Wndpopmanuonnas cucrema "Ennnoe okHO A0cTyna k oopa3oBarenabHbIM pecypcam” URL:
http://window.edu.ru/ (nata oopamierust 10.03.2020 r.)

3. MHdopmarmoHHas cHCTEMBI IOCTYTIA K JIEKTPOHHBIM KaTajoraMm 6uM0ianoTek chepbl
obpazosanus u Hayku (MC DKBCOH) URL: http://www.vlibrary.ru/ (zata oOpamienus
10.03.2020 r.)

16. MIPOI'PAMMHOE OBECIIEYEHHUE

1. Phyton 3 umu Gosiee cTapiinx Bepcuii.
2. [Iporpammuoe cpenctso PGP
3. Visual Studio 2015 unum Gonee cTapmux BepcHii

Pabouas IporpaMma paccMoTpeHa " IepeyTBEpKIeHA Ha 3acejaHuu
Kaeapbl KOMIBIOTEPHBIX TEXHOJOTHI ¢ n3MeHeHusaMu (0e3 n3menenuit) Ha 2020 rog.
ITporokon Ne 12 ot «2» anpens 2020 r.

3aBemyromuii kadeapoit Epmonenko T.B.

Pabouas IporpaMma paccMoTpeHa " nepeyTBEPKICHA Ha 3aceJaHuu
Kaeapbl KOMIBIOTEPHBIX TEXHOJOTHI ¢ u3MeHeHusIMU (06e3 u3menenuit) Ha 2021 rox.

[Tporoxoin Ne OT « » 2021 r.

3aBemyromuit kadeapoit
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