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YTBEPXJIAIO:

Jlexan QakypTeTa MaTEMaTHKU ¥ HH(OP-

Ilporpamma coctaBnena Ha ocHOBaHHH DeNePAIBHOTO rOCYIAPCTBEHHOTO 06Pa30BaTENBHO-
ro cranjapra Beiciero obpasosanus (PI'OC BO) manpasnenus noarorosku 09.04.04 ITporpamm-
Hask HH)XEHEPHS, YTBEPKIEHHOro Iprka3oM MuHHCTepcTBa 00pa3oBaHHs M Hayku Poccuiickoit
@enepanun ot «19» centsdps 2017 r. Ne 932; TMopsika opranusanyu y4e6HOro mpomecca B 06pa-
30BaTEe/bHBIX OPraHM3alMAX BBICIIErO NpoeccHOHATbHOro obpasoBanus Jlonenxod Hapommoit
Pecny6imku, yTepxaénnoro npukasom Munnctepersa o6pasosanus u Hayku JJHP Ne 1171 or
«10» Hos6ps 2017 r.; yuyebHOro miaHa ¥ OCHOBHOM 06pa3oBaTEeILHOMN nporpaMmsl [Iporpammuas
MHIKCHEpHs, HanpaslneHus noaroTosku 09.04.04 IlporpammHas WHKeHEpHs, pa3paGOTAHHBIX B
'OV BIIO «/lonenxuit HAMOHAIBHBINA YHHBEPCHTET).

Paspaborumnk:
HouenTt xadenpst IIMuKT, k.¢.-M.H. £l H.H. llenun
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ITpotoxon Ne 11 ot «02» ampess 2020 .
3apenyromuit kabenpoii - A.C.Tonbues

IIporpamma y4eGHOM AHCHMIUIMHEI 07106peHa yueGHO-METONUYECKOH KOMUCCHElH bakys-
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IIporoxon Ne 8 ot «15» anpens 2020 r.
[Ipencenarens yueGHO-METOINYECKOI ﬂﬁﬂ
KOMHCCHH (hakynpTeTa JLU. Censxoa
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1.  OBJACTb HPUMEHEHUSA U MECTO JUCHUIIJIMHBI B YYEBHOM ITPOLECCE

VyeOnas pucruruinHa «KommnbpiorepHas 0€30MacHOCTbY OTHOCUTCS K LMKIY J{MCHUITIMHBI
(Monynu), BapuatuBHas dacth, OO0s3arenpHble AUCHUILTAHBL. COCTOMT M3 ABYX Mopayieu. Jlms
W3YYEHHUS JaHHON y4eOHOM AMCUMILIMHBI HEOOXOAUMBI 3HAHUSI, YMEHUSI U HaBbIKHU, (popMHpyembie
NPEIIIECTBYIONMMH W COMYTCTBYIOIIMMHU JUCHHUIUIMHAMU — HHpopMaTuka, ApXuTeKTypa
KoMmmbioTepoB, WHpopmatuka wu mnporpammupoBanue, OCHOBBI MPOrPaMMHON HH)KEHEPHH,
OnepannroHHbIe CUCTEMBI, KoMIbIoTEpHEIE ceTH, 3ammTa nHOOPMAIIHH.

Hucnumnmuna  «KomnploTepHas  0e30macHOCTh» — sBIsieTCS  ocHoBoW  ansg  HayuHo-
uccienosarenabckoit padotel (HUP), TIpon3BoncTBeHHON (Hay4HO-HUCCIIEI0BATENLCKON) MPAKTHKH
u IlpomsBoacTBeHHoON (mpenauruioMHol, mnoaroroBku BKP: wmarucrepckoit muccepraiiun)
MPaKTUKH, CBA3AHHBIX C COBPEMEHHBIMU CETEBBIMU TEXHOJIOTHUSIMU. Y CBOEHUE OCHOB COBPEMEHHBIX
CETEeBBIX TEXHOJOTHH SABISETCS OO0S3aTENbHBIM JUIsl CHEIHAIMCTOB B O0JIACTH MPOrpaMMHON
WH)KEHEPUHU U HH(POPMATUKH.

2. CTPYKTYPA JUCHUIIJIMHBI

Xapaxmepucmuka yueOHoU OUCYUNTIUH DL

Hanpasnenue noarotroBku 09.04.04 TIporpaMMHasi HH)KCHEPHUS

Marucrepckas nporpamMmma IIporpammHasl HHKEHEpUs

HporpaMMa IIOArOTOBKH AKaJICMUYCCKAd Marucrparypa

Kpanuduxanus Marucrp

KonnuecTBo copepkaTenbHbIX MOTyIeH 2

Jucuummna 6a30Boii / BApuaTHBHOMN 4acTH Bapuarusnas yacTs,
00pa30BaTeIbHONW IPOTrPaMMBI 00s13aTeNIbHbIE AUCHUILIMHBI

DopMBbI KOHTPOJIS

1 MO,Z[ynLHLIﬁ KOHTPOJIb, 9K3aMCH BO 2 CCMCCTPC

Mokasaremnt ouHas (hopma 3ao04Has popma
o0OyueHus oOyueHus

KonnuecTBo 3a4€THBIX eAMHULL (KPEIUTOB) 6
I'ox moaroroBku 1
Cemectp 2

KonuuecTBo uyacoB 216
- JTEKIIHOHHBIX 36
- IPAKTUICCKIX, CCMHHAPCKUX -
- 1a00paTOPHBIX 36

- CaMOCTOSITEIILHOM pabOTHI 144
B T.4. UHANBHAYAJIbHOE 33/1aHHE —
HenenpHoe KOJIMYECTBO YacOB, 12
B T.4. QyJUTOPHBIX 4

3. OIMCAHUE JUCHUIIJIMHBI

eau u 3agaun

Ileny - monroroBka B 00JacTH NMPUMEHEHHs COBPEMEHHBIX CHUCTEM HH(OPMAIMOHHON
0€30MacHOCTH M TOCTPOEHUS IOJIHOMACIITAOHOM CHUCTEMBbl 0€30MacHOCTH HHGOPMAIMOHHOMN
UHPPACTPYKTYPHI PEATIPUITHUS.

3aoauu — u3yuyeHue OCHOBHBIX OPraHU3aLUOHHBIX U TEXHUUYECKUX CUCTEM M CPEJICTB 3alllUThI
uHGOpPMAaLMY; TPUHIMIIOB M METOJIOB TNPOTUBOJACHCTBUS HECAHKIIMOHMPOBAHHOMY JIOCTYIY K
nHpopmanuu; KiraccuPpuKauu CUCTEM U CPeACTB olecrieueHuss HHPOPMaIMOHHON 0€30MMacHOCTH;
3HaHUE 0a30BbIX NPUHIUINOB (YHKIMOHUPOBAHUS pPAa3IMYHBIX CHCTEM U CPEACTB 3allUThI
uH(pOpMaLINH.

TpeGoBanuss k pe3yJbTaTaM OCBOCHHSI THCHUILIMHBI: [Iporiecc M3ydeHMs] THUCLUIUIMHBI
«KommbroTepHass 0e30macHOCTh» HampaBlieH Ha (QOPMHUPOBAHUE JJIEMEHTOB CJEIYIOLINX
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komrereHImii B cootBercTBHH ¢ DPI'OC BO P® HnHampaBnenuss moarotoBku 09.04.04
[IporpaMmMHass ~ WH)KEHEpPUST W OCHOBHOM  0Opa30oBaTelbHOM  MPOrpaMMBl  BBICIIIETO
npodeccnoHanbHOTO 00pa3oBanus HanpaiaeHus moaArotoBku 09.04.04 IlporpammHas MHXEHEPHUS
(Maructepckas nporpamma: [IporpaMmHas HHXKEHEPHS):

a) oowenpogheccuonanvuuix (OIIK):

e OIIK-2 — cnoco0OeH pa3pabaTbiBaTh OpHUTHMHAJIbHBIE AQITOPUTMbI M IMPOTPaMMHbIC
CpEICTBA, B TOM YHCJIE C UCIOJIb30BAHHEM COBPEMEHHBIX WHTEIUICKTYalbHBIX TEXHOJOTHH, s
peiieHus npoecCuOHAIbHBIX 3a7ay;

e OIIK-3 — ciocoOeH aHaTU3UPOBaTh NMPO(hecCHOHATBHYI0 HHPOPMAIIUIO, BBIICIATh B HE
[JIABHOE, CTPYKTYpUPOBaTh, OQOPMIISITH M MPEIACTABIATH B BUIE AHAIUTUYCCKUX O030pOB C
000CHOBAaHHBIMH BBIBOJAAMH U PEKOMEHIAIUSIMU;

e OIIK-5 — cnocobeH pa3pabaTbiBaTh U MOJEPHH3UPOBATH NMPOTPAMMHOE M aIlllapaTHOE
obecrnieueHre HHGHOPMAITMOHHBIX U aBTOMATH3UPOBAHHBIX CUCTEM;

e OIIK-6 — cmocobeH caMOCTOSTEIbHO NPUOOPETaTh € MOMOIIBI0 HH(POPMALMOHHBIX
TEXHOJIOTHIl M UCIIOJIb30BATh B MPAKTUYECKON NEATEIIbHOCTH HOBbIE 3HAHUSI U YMEHHUSI, B TOM YHCIIE
B HOBBIX 00JIACTSX 3HAHWM, HEMOCPEACTBEHHO HE CBSI3aHHBIX CO CEpOi IeATeIHbHOCTH;

0) npogpeccuonanvnuix (I1K):

e [IK-5 — BiaJeHUWEM CYIICCTBYIOIIMMH METOJIaMHA W QJITOPUTMAMH PEIICHUsS 3a1a4
u(poBoii 00PaOOTKU CHTHAJIOB,;

e /IK-6 — TmOHUMaHMEM CYHIECTBYIOIIMX TOAXOJOB K BepuduKauuu Mopenei
IPOrPaMMHOTO OOeCTIeueHus,

e [IK-8 — ciocOOHOCTBIO IPOSKTHPOBATH CUCTEMBI C MApAILIEIIbEHON 00pabOTKON JaHHBIX
BBICOKOITPOU3BOIUTENIbHBIE CUCTEMBI, U KX KOMIIOHEHTHI,

e [IK-11 — cnocoOHOCTbIO NPOEKTUPOBATH OCHOBHBIE KOMIIOHEHTBHI OIEPAllMOHHBIX
CHUCTEM,;

e [IK-14 — BnajeHMEeM HaBBIKAMH MPOTPAMMHON pealn3alli CHCTEM C TMapaielbHON
00paboTKOI TaHHBIX U BBICOKOTPOM3BOAUTEIBHBIX CHCTEM;

e [IK-15 — BnajieHHWEeM HAaBBIKAMH CO3JIaHUS MPOTPAMMHOTO OOECICUCHHsSI /IS aHaJu3a,
pacrno3HaBaHUs ¥ 00paboTKu HH(DOpPMAIHH, CUCTeM ITU(POBOK 00PaOOTKH CHTHAIIOB;

e [IK-17 — BnajieHueM HaBBIKAMU CO3/IaHUA CITYXkKO CETEBBIX MPOTOKOJIOB,;

e [IK-18 — BnajeHrneM HaBBIKAMH CO3[aHUSI KOMIIOHEHT OTMEPAIMOHHBIX CUCTEM M CHUCTEM
pearbHOTO BPEMEHH;

e [IK-19 — BnajicHHEeM HaBBIKAMH CO3/IaHUS CUCTEM 00pa0OTKH TEKCTOB;

e [IK-20 - BrajcHWEM HaBBIKAMH OPTAHHU3AIMH TPOMBIIUICHHOTO TECTHPOBAHUS
CO3/1aBa€MOT0 IPOrPaMMHOTO OOeCTIeueHus,

B pe3yabrare u3ydyeHust yueOHOM JUCHHMIIMHBI CTYAEHT A0JIKEH

3namo:

—  OpraHu3alOHHbIC U TEXHUYECKHE OCHOBBI CUCTEM U CPEACTB 3aIlUThl HH(POPMALINH;

—  METOIbl MW CpEICTBAa TPOTHUBOJNEHCTBHS HECAaHKIMOHHPOBAHHOMY JOCTYNy K
uHpOpMaINH;

—  KJacCU(UKALMIO CUCTEM U CpesICTB o0ecnieueHns HHPOpMallMOHHON O€30MacHOCTH;

—  0a30Bble MPUHIMIIBI U 3aKOHBI, HA KOTOPBIX OCHOBaHO ()YHKIIMOHUPOBAHUE Pa3IMYHBIX
CHCTEM W CPEJICTB 3alUThl HH(pOopMaIum;

Ymemes:

—  BBISBJISATH BO3MOXKHBIE CHOCOOBI HapylleHus WHGOPMAlMOHHON O0e30MmacHOCTH Mpu
paboTe c aBTOMAaTU3UPOBAaHHBIMHU CUCTEMaMHU 00paOOTKU U XpaHEHHUS;

— TPUMEHSTh HOPMATHBHBIE W TIPaBOBBIE 0a3bl OOECIEUEHUS JEATEIHLHOCTH B OOJIACTH
UH(POPMALIMOHHOM 0€30MaCHOCTH U 3aIIUTHI HHPOPMALIUY;

—  OCYIIECTBJISTh OpPTaHMW3ALMOHHBIE W TEXHHUUYECKHE MEPONPHUATHS TI0 OO0ECIeYCHHUIO
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

Bnaoempw:
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— HaBBIKAMHU IUIAHUPOBAHMSA U OOECIEUEHUS IICHTPAJIM3OBAHHOTO YIPABJICHUS CHUCTEMOIl
0€30MacCHOCTH MPETPUSATHUS;

—  HaBBIKAMHU HACTPOMKHU TPYNIOBBIX MOJHUTHK; HaBbIKAM HACTPOWKH CIYX0 Oe30macHOCTH
cucTeM 0ecrpoBOJHOMN CBS3H;

— HaBblkamMu moctpoeHuss VPN s obGecneueHust JocTynma K CeTH  yJAJICHHBIX
HO0JIb30BaTeNel U PUINAIoB;

— HaBBIKaMHU o0ecriedyeHusi 0e30macHOro JocTyna K cepBepaM U Internet - pecypcam
KOMIIaHUH;

4. COAEPKAHUE JUCHUITJIMHBI U ®OPMbI OPI'AHU3ALIUU
YUEBHOI'O TPOLECCA

B paMkax wu3y4eHHs AMCHUIUIMHBI TPEIYCMOTPEHBI CIEAYIOIIUe (OPMBI OpraHU3alHu
y4eOHOTo MmpoIiecca: JICKINH, T1a00paToOpHbIE 3aHATHS, CAMOCTOSITEIbHASI paboTa CTY/ICHTOB.

JIeKIIMOHHBIE 3aHATHS TPEAIOJIATalOT OBJIAJCHUE TEOPETUICCKUMU OCHOBAMH JTUCIIUILIMHEI,
nTabopaTopHbIe — [T OBJIQJACHUS METO/aMU pelieHus 3anad. CaMmocTosTeabHas padoTa CTyIEHTOB
npeycMaTpuBaeT IOATOTOBKY K JIAOOPaTOPHBIM 3aHATHSAM, H3YyYCHHE Y4eOHO-METOIMYECKOU
JIMTCPATYPhI, COCTABJICHUC KOHCIICKTOB, TIOATOTOBKY HpeBeHTaHI/Iﬁ 1 JOKJIag0B.

Tekymuii KOHTPOJIb OCYIIECTBISETCS MYTEM BBINIOJHCHUS WHAWBUIAYAIBHBIX 3aJaHUN IO
KypCy, MOJIYJIBHBIX KOHTPOJIBHBIX PaOOT MO MPOBEPKE TEOPETHYECKUX 3HAHUHA M MPAKTHUYECKUX
HaBBIKOB.

B yuebHOM mporecce NPUMEHSIOTCS AKTHBHBIE W WHTEPAKTHBHBIC (POPMBI IMPOBEIACHUS
3aHSATUH, BHEAYIUTOPHAs CaMOCTOSTEIbHAas paboTa, OaUIbHO-PEUTHHIOBas CHCTEMa OLICHKU
yCIIEBaEMOCTH, TMYHOCTHO-OPHEHTUPOBAHHOE 00yUeHue, MPpoOIeMHOEe 00ydeHHe.

Marepuan u3JaraeTcs c UCIIOJIb30BaHUEM O0BSICHUTEIIbHO-UILTIOCTPATHUBHBIX,
9BPUCTUYCCKUX MW HCCICAOBATCIBCKUX MCTOAOB IIPCIIOAaBaAHUA. HpI/I MMPOBCACHUMN JICKIIMU-
BU3yAIU3allMk Il OOCYXJICHUsT MaTepuallia [IMPOKO HCIOJB3YIOTCS  MYJIbTUMEIUHHBIC
Mpe3CHTAIMK, aHUMaIuu. Takke MPOBOIATCS JICKIUU TpoOJIeMHBbIC, OWHApHBIE M C 3apaHee
3aIlTAaHUPOBAHHBIMH OIIUOKAMH.

IHopsiakoBbI HOMeP

Kparkoe conepxkanue TeMbl
U TeMa

CoaepxarebHbIH MOYJIb 1

Nnentudukanus, ayreHtudukanmss W aBropuzauus. Mojenu
nHpOpMallMOHHON Oe3omacHocTH. Ymepd U puUCK. YIpaBieHHE
puckamu. Tumsl W TpuMepbl arak. Vepapxusi CpeAcTB 3amluThl OT
MHGOpMAMOHHBIX  yrpo3. [IpuHIMOBI 3amUTBl  MHQOPMALMOHHON
cuctemsl. [lluppoBanne — 6a3oBast TeXHOJIOTHS 0€30MIACHOCTH.

Tema 1. OcHOBHBIE
TIOHSITHS ¥ TIPHHITUATIBI
UH(POPMALIMOHHOM
0€30IIaCHOCTH.

Tema 2. Texuonornn  [Texuonoruu ayreHTU(GUKAIMU. TEXHOIOTHH YIIPABIECHUS JOCTYIIOM U

ayTeHTU(UKaIuH, apropusanuu. Cucrtembl ayTeHTU(GHUKALUU U YHOPaBIECHUS JOCTYHNOM
ABTOpHU3alnM 1 OTIEPAIIMOHHBIX cUcTeM. [[eHTpann30BaHHbIE CUCTEMBI ayTeHTU(UKAITUN
YIpaBJICHUS TOCTYIIOM. A aBTOPH3AIIHH.

Tema 3. Ounptpanms. PaitepBonbl. [Ipokcu-cepBepsl. DaiiepBoiibl ¢ PyHKITHEH
Texnomoruu INAT. IIporpammMHsle (aiiepBoibl XocTa. TUIIOBBIE apXUTEKTYPBI CETEH,
0€30MmacHOCTH Ha 3amumaeMsix  QaiiepBoaamMu. MOHUTOpPHHI Tpaduka. AHaJIN3aTOPHI

OCHOBE (DPUIIBTPALIMUM  [IPOTOKOJIOB. APXUTEKTYpa CETH C 3aIIUTON MEPUMETPA U Pa3IeeHUEM
MOHUTOPHMHTA TPaQUKA |BHYTPEHHHUX 30H. AYIUT COOBITHI GE€30MaCHOCTH.




ConaepikaTe/ibHBII MOAYJIb 2

Tema 4. Ataku Ha
TPAHCHOPTHYIO
UHPPACTPYKTYPY CETH.

TCP-araku. ICMP-araku. UDP-araku. [P-ataku. CereBas pa3Bejxa.
Ataku Ha DNS. besonacHocts MapmipyTtuzauuu Ha ocHoBe BGP.
TeXHOJIIOrNH 3alUIIEHHOTO KaHaa.

Tema 5. BesonacHocTh
MIPOrpaMMHOTO KOJa 1
CETEBBIX CITYKO

VS3BUMOCTH IPOrPpaMMHOIO KOJa M BPEJAOHOCHBIE IPOTrPaMMBI.
besonacHocTh  BeO-cepBuca. be30macHOCTh  AJIEKTPOHHOM — MOYTHI.
OO0nauHble CEPBUCH] U UX 0€30M1aCHOCTb.

Tema 6.

Opranuzanus
BUPTYJIbHBIX YaCTHBIX
CceTel.

3anaun, pemaemble VPN. TynnenupoBanue B VPN. VpoBHu
3AIMIICHHBIX KAaHAJIOB. 3alllUTa JaHHbBIX HA KAaHAJIBHOM YPOBHE.

TemaTrnueckuii mian

CoaeprkaTeJbHbIA MOAYJIb 1

HazBanus

coJepKaTeJbHbIX MO1YJIel

H TeM

KoaunuecTBo 4acoB

Ounasi gpopma 00yueHHus1 3aounas popma o0yueHus

B T.4. B T.4.

BCETO
JCKIHH
PaKTUYECKHE
nabopaTopHbIe
CaMOCTOSITeIIbHAS
pabota
WHIMBUTyaIbHAS
paboTa

BCETO
JIEKIIUN
PaKTUYECKHE
nabopaTopHbIe
CaMOCTOSTEIIbHAS
pabora
WHIUBUIy aIbHAS
pabota

Tema 1. OcHOBHBIE TOHATHSA

Y TIPUHIIUATIBI
nH(pOPMAITMOHHOM
0€30MaCHOCTH.

N
i

36 6 6

Tema 2. Texuomoruu
ayTeHTU(UKALINUH,

ABTOpU3allUU U YIIPABJICHUA

JOCTYTIOM.

36 6 6 24

Tema 3. TexHonoruu

0€30I1aCHOCTH Ha OCHOBE
(GuUIBTpaMUU MOHUTOPUHTA

Tpaduka

36 | 6 6 | 24

Hmozo

no cooepocamenbHoOMy 108 | 18 18 | 72

Mmooynio 1

Tema 4. Artaku Ha
TPAHCIOPTHYIO
UHPACTPYKTYPY CETH.

Tema 5. BeszomacHOCTb
MPOrPaMMHOTO KO/a U
CETEBBIX CIYKO

36 6 6 24

Tema 6. Opranuzanus

BUPTYAJIbHBIX YaCTHBIX CeTeH.

36 | 6 6 | 24




Hmozo
no codeprcamenbHOMy 108 | 18 18 | 72
Mooy 2
Bcezo uacoeé no mooynio 216 | 36 36 | 144

5. METOAUYECKHUE PEKOMEHJIAIIUU JJISA ITPOBEJAEHUS
JEKIIUOHHBIX, MIPAKTUYECKHNX U TABOPATOPHBIX 3AHATHUI

TeMbl JIEKIIHOHHBIX 3aHATHH

N Konuuecmeo
wn Ha3zeanue memoi waCos
1 |OcHOBHEIE MOHATHS ¥ NPUHIUITE HHGOPMAIIMOHHOMN GE30MaCHOCTH. 6
TexHonornu ayreHTH()UKALNUY, ABTOPU3AIUH U YITPABICHHS JOCTYIIOM. 6
3 [TexHOmornm 6e30mMacHOCTH Ha OCHOBE (DMIBTPALMHN MOHUTOPUHTA 6
Tpaduka
4 |Ataku Ha TPAHCIIOPTHYIO HHPPACTPYKTYPY CETH 6
5 [Be3omacHOCTh IPOrPAMMHOTO KOJIA M CETEBBIX CITyXKO 6
6 |Oprarmsanus BUPTyanbHBIX 4aCTHBIX ceTeil 6
BCEI'O 36
TeMbl 12a00paTOPHBIX 3aHATHI
Ne Konuuecmeo
wn Ha3zeéanue memoi 4aC08
1 |Koncons ynpasienuss MMC 6
2 |ADMHHHCTPUPOBaHHE CUCTEMHBIX 37eMeHToB Windows 7. 6
3 |AnmunmECcTpHpoBaHue mapameTpoB OezomacHoctn Windows 7 6
4  [Hacrpoiika mapoieir Windows 6
5 [3axBar cereBoro Tpaduka 6
6 [AHanu3 ceTeBoro Tpadpuka 6
BCEI'O 36

6. METOANMYECKHE PEKOMEH/JIALIUU 11O OPTAHU3ALIUN

CAMOCTOSTEJBHOMN PABOTHI CTYJEHTOB

Opranuzanusi caMoOCTOSITE/IbHON Pa0dOThI CTYIEHTOB

No Konuuecmeo
Ha3zeanue memui
n/n uacoe
1 |OcuoBHBIE MOHATHS 1 MIPUHIIMITEI HHPOPMAIIMOHHOM 0€30MacHOCTH. 24
2 24

TexHomoruu aYTeHTI/I(I)I/IKaLII/II/I, ABTOpU3AlUU U YIIPABJICHUSA JOCTYIIOM.




3 [TexHomoruu 6e30mMacHOCTH HA OCHOBE (DMIBTPALMIH MOHHTOPHHTA 24
Tpaduka

4 |Ataku Ha TPAHCTIOPTHYIO HHPPACTPYKTYPY CETH 24
Be30MacHOCTh MPOrPAMMHOTO KOJIa M CETEBBIX CITYKO 24
OpraHu3sanysi BAPTYATbHBIX YaCTHBIX CETEH 24
BCEI'O 144

7. NHIANBUAYAJIBHBIE 3AJTAHUSA

NuauBuayanbHas padora Ne 1

Lenb: u3yyeHne aqMUHUCTPUPOBAHUS CUCTEMHBIX 31ieMeHTOB Windows 7.
3aganue: HaCTPOUTH JIOKAJIbHBIE TPYIIOBbIE NOTUTUKH Windows O MpUBEICHHOMY CLIEHAPHIO.

NuauBuayaabHas padora Ne 2

Llens: n3yueHne aqMUHUCTPUPOBAHHSA TapaMeTpoB O6e3onacHocT Windows 7.
3aganne: HaCTPOUTH MapaMeTpbl Oe3omacHocTd Windows 1o pUBEICHHOMY CIICHAPHIO.

NuauBuayaabHas padora Ne 3

Llenb: n3ydeHune HacTpoiku mapoieit Windows.
3anaHue: HaCTPOUTH JIOKAJIbHBIE IPYIIIOBbIC TOTUTHKH Windows 10 MPUBEICHHOMY CIIEHAPUIO.
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8. KOHTPOJIBHBIE BOITPOCHI K TIPOMEKYTOYHOM ATTECTAIIUA

Wnentudukanus, ayreHTU(HUKALUSA U aBTOPU3ALIHAL.
Mopnenn uHpopMalioOHHON 6€3011aCHOCTH.
VYep0 u puck.
VYipaBieHue puCcKaMH.
Tunsl 1 npUMepsI aTak.
Hepapxust cpeAcTB 3allUThl OT UHMOPMALIMOHHBIX YIPO3.
[TpuHIMIBI 3aIUTH THPOPMALTUOHHONW CUCTEMBI.
[Mudposanre — 6a3oBasi TEXHOJIOTHUS O€30MaCHOCTH.
TexHonoruu ayreHTU(UKALNN.
. TexHosoruu ynpasiaeHHs JOCTYIIOM U aBTOPU3ALINH.
. CucteMbl ayTeHTU(GHUKAIMY U YIPABJICHUS JOCTYIIOM ONEPALMOHHBIX CUCTEM.
. lleHTpanu3oBaHHbIE CUCTEMbI AyTEHTU(PHUKAIIUU U aBTOPU3ALINHU.
. GunpTpanus.
. @aniepBoJIbL.
. [Ipokcu-cepsepsl.
. @aitepBouibl ¢ pyHkuuenn NAT.
. IIporpaMmHBbIe (aiiepBoIbl XOCTA.
. TUMOBBIE ApXUTEKTYpPHI CETEH, 3alUIIaeMbIX (hallepBoIaMH.
. MonuTopuHr Tpapuka.
. AHanMU3aToOpsl IPOTOKOJIOB.
. ApXUTEKTypa CETH € 3alIUTON IEPUMETPA U Pa3ACIECHUEM BHYTPEHHHUX 30H.
. AynuT coObITUI 6€30MaCHOCTH.




9. OBPA3BELl MO YJIBHOI'O KOHTPOJIA

rOY BIO «IOHELKUI1 HALIIUOHAJIbHbI YHUBEPCUTET»
@DakynbTeT MaTEMAaTHKH U MHPOPMAITMOHHBIX TEXHOJIOTUH

Hanpasnenue noocomosxu:
Mazucmepckas npoepamma:
Ilpoepamma noocomosxu:
Cemecmp

Yuebnas oucuuniuna

09.04.04 Ilpozpammnan unscenepus
Ilpozpammnasn unsicenepus
akademuueckan mazucmpamypa

2

Komnviomepuasn 6e3onacnocmso

MOAYJBbHAA KOHTPOJIBHASA PABOTA

BAPUAHT Nel
1. Wnentudukamnys, ayreHTU()UKAIUSA 1 aBTOPU3ALIHSL.
2. MonuTopuHr Tpaduka.
3. VYnpaBieHue puckamu.

YTBepKIeHO Ha 3aceNaHuy KadeIpbl MIPUKIAIHON MEXaHUKH M KOMIBIOTEPHBIX TEXHOJIOTHH

IIporokon Ne  or «_ » 20 r.

3aBenyronmii kKageapoi

T'onbries A. C.

IIpenonaBareins

IMenun H. H.

KpuTepnn OCHUBAHUSA MOAYJBHOI'0 KOHTPOJA

Homep 3a0anusn Koauuecmeo oannoe
1 10
2 10
3 10
Bcezo 30

10. O0pa3zen 3x3aMeHAIHOHHOT0 OHJIeTa

Teopemuuecxue 60npPOCHL K IK3AMEHY

Viepb u puck.
VYmpaBieHne puckamH.
Tumel 1 mpuMepsI aTax.

©CoNo~wWNE

TexHomorun ayTeHTU(UKAIUH.

Nnentuduxanus, ayTeHTUPHUKALUSA 1 aBTOPU3ALUSL.
Mozenu nadopMamoHHON 6€30MaCHOCTH.

Hepapxust cpesicTB 3aIUThl OT HTHPOPMALMOHHBIX YTPO3.
[TpuHIMIIBI 321U TH HHPOPMALIMOHHOW CHCTEMBI.
HIudpoBanre — 6a30Basi TEXHOIOTUs OE30MACHOCTH.

10. TexHonoruM yrpaBiaeHHs JOCTYIIOM U aBTOPU3ALINY.
11. CucremMbl ayTeHTU(PHUKALUN U YIPABIECHUS JOCTYIIOM ONEPALIMOHHBIX CHCTEM.
12. llenTpanu3oBaHHbIE CUCTEMBI ayTEHTH(PUKALINN 1 aBTOPU3ALIH.

13. ®unprparmys.
14. @aiiepBobl.
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15. IIpokcu-cepBepsl.

16. daitepBomsl ¢ hynkmueit NAT.

17. IlporpamMHBbIe (aiiepBOIIBI XOCTA.

18. TunoBbie apXUTEKTYPHI CETEH, 3aluIIaeMbIX (aiiepBosiaMu.
19. MonuTopuHr Tpaduka.

20. Ananu3aTopsl IPOTOKOJIOB.

21. ApXHWTEKTypa CeTH C 3alUTON MepuMeTpa U pa3/ie]ICHHEM BHYTPEHHHUX 30H.
22. Aynut coObITHI 0€301TacCHOCTH.

23. TCP-araku.

24. ICMP-ataxku.

25. UDP-araxku.

26. |P-aTaku.

27. CeteBas pa3BeKa.

28. Ataku Ha DNS.

29. bezonacHocTs MapuipyTuzauuu Ha ocHose BGP.

30. TexHoJIOTUHY 3aIUIIEHHOIO KaHaJIA.

31. VI3BUMOCTH MPOTPAMMHOTO KO/Ia U BPEIOHOCHBIC MPOTPAMMEI.
32. be3zonacHocTh BeO-cepBHCa.

33. be3omacHOCTh MEKTPOHHON TOYTHI.

34. ObnauHbIe CEPBUCHI U UX 0€30IaCHOCTb.

35. 3agaun, pemaemsie VPN.

36. TynnenupoBanue B VPN.

37. YpoBHU 3alHUIIEHHBIX KaHAJIOB.

38. 3amuTa JaHHBIX HA KAHAJTLHOM YPOBHE.

rOY BIO «TIOHELKHWI HALIIMOHAJILHBI YHUBEPCUTET»
q)aKy.]'ILTCT MAaTCMATUKU U I/IH(I)OpMaLII/IOHHBIX TEXHOJIOTUN

Hanpaenenue noocomosxu: 09.04.04 Ilpozpammnan unscenepus

Mazucmepckas npoepamma: Ilpozpammnasn unsicenepusn

Ilpoepamma noocomosku: akademuueckan mazucmpamypa

Cemecmp 2

Yuebnas oucyuniuna Komnvromepunasa d6e3onacnocmeo
BUJIET Nel

1. Araku Ha DNS..
2. MoHuTopHHr Tpaduxka.
3. 3amaum, pemaemsie VPN.

yTBep)KI[eHO Ha 3aC€aaHnun Ka(i)ellpbl HpI/IKJ'Ia,I[HOﬁ MCXaHUKH U KOMIIBIOTCPHBIX TEXHOJIOTHI

[Tporokon Ne  oT «_ » 20 1.
3aBenyrommii kageapoi TIoasues A. C.
JK3aMeHATOP IMenun H. H.

Kpumepuu OUEHUBAHUA IK3AMEHA

Homep 3a0anusn Konuuecmeo 6annoe
1 15
2 15
3 20
Bcero 50




11. Kpurepun oneHuBaHus
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[lo xypcy mpenmnosnaraercs MpoBeIeHUE MPOMEXKYTOYHOM aTrTecTaluy B BUIE MOJIYJIbHOTO
KOHTPOJISl, BBIMOJHEHUE WHJMBHUAYAIbHBIX 3aJaHUM M 3K3aMeHa. DK3aMEH CHAIT CTYACHTHI C
LEJIbIO TIOBBIIICHUS pEUTUHTa

Pacnpeodenenue b6annos, Komopoie MoZym noay4unms CHyOeHnbl

6 npoyecce uszyuenun Oucuunﬂuubt

Opranu3zaumuoHHo CPC Bcero
yueOHasi padoTa | Mupueuayaapnas | Moxy abublii | MHAMBHAYaILHAS
CTYyACHTA paborta KOHTPOJIb |TBOpYeckasi padora
Max 20 6amioB max 30 6amioB max 30 max 20 GamoB 100 banzos
OaoB
AKTHUBHOCTb Ha Brinosinenue Brinonnenue | PazpaboTka qoxnana
1abopaTOPHBIX WHAUBUAYAIbHBIX | MOAYJIbHON Ha
3aHATHUIX 3alaHui KOHTPOJIbHOU CTYIECHYECKYIO
paboThI HAYYHYIO
KOH(EpEeHITHIO
LIxana coomeemcmeusn 6ann0e HAUUOHALHOU WIKATle
Ouenka Ouenka no OueHka 1o rocyJapcTBeHHOM LIKAaJIe Ouenka no
no mkaJe | 100-6anabHoi (3x3ameH, Tu¢depeHIMPOBAHHBII 3a4eT) rocy/iapcTBeHHOM
ECTS HIKaje mKaJe (3ayer)
A 90-100 5 (OTIU4YHO) 3a4TEHO
B 80-89 4 (xopor1io) 3a4TEHO
C 75-79 4 (xopor1io) 3a4TEHO
D 70-74 3 (yIOBIETBOPUTEIHHO) 3a4TEHO
E 60-69 3 (YIOBJICTBOPHUTEIHHO) 3a4TEHO
FX 35-59 2 (Hey10BJIETBOPUTEIILHO) HE 3a4TEHO
C BO3MOXHOCTBIO ITOBTOPHOM CHA4H
F 0-34 2 (Hey10BJIETBOPUTEIIBLHO) HE 3a4TEHO
C BO3MOXKHOCTBIO TIOBTOPHOM CJIa4¥ P YCIIOBUN
00s13aTenpHOr0 Habopa JOMOJHUTENBHBIX 0aJIJIOB
12. MaTepuaabHO-TEXHHYECKOE 00ecneyeHHe y4eOHOro mpoiecca
JlabopaTtopHble  3aHATUS MPOBOASATCS B KOMIIBIOTEPHOM  Kiacce, OOOpYIOBAaHHOM
KOMITBIOTEPAMH C CETEBBIM ITPOTPAMMHBIM 00ECIICUEHUEM, CTOJIAMH, JIOCKOH.
13. PexoMeHI0BaHHAS JIUTEpaTypa
Koa-Bo Haan4ue
Ne IK3EMILIAPOB | JIEKTPOHHOM
HaumenoBaHue
n/n B OubmoTeke BEpPCHHU B
JouHY 9BC
Ocnosnas numepamypa
CoBpeMeHHBIE CETEeBbIC TEXHOJIOTHH W KOMITHIOTEpHAS
1 6630HaCHOC’£LZ yaebnoe nocobue / Cocrt.: H.H. Illenun, i +
C.A. Ilpuiimenko, P.H. HeckoponeB. — JloHenk:
JorHY, 2019. — 158 c.
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KommprorepHass 06€30macHOCTh: Y4€OHO-METOANYECKOE

2. | mocooue / Cocrt.: H.H. Illenun. — donenk: JouHY, 2019. - +
—84c.
Omugep, B. I'. KommbrorepHele ceTd : NPHUHIMIIBL

3. | Texnonorun, ipotokoibl / B. I'. Omadep, H. A. Omudep. 27 -

- 4-e w3z1. - Mockaa [u ap.] : Turep, 2010. - 943 c.

Jlonoanumenvnasn numepamypa

Tanenbaym, 3. C. Kowmmbtorepubie cetn / 3. C.
Tanenbaym, /1. Yazepomn ; [mep. ¢ anrit. A. ['(peOGEHBKOB].
- 5-e 3. - Cankr-IlerepOypr [u np.] : [Turep, 2012. - 955
C.

Omudep, B. T'. CereBble oOmneparioHHBIE CHCTEMBI
[V4eb. mocobue isi CTyJCHTOB BY30B I10 HAIPABICHHUIO
5. | mogror. mumutomup. crermamuctoB "MHpopMaruka u 70 -
BeuMciuTenbHas Texauka] / B. I. Omudep, H. A.
Omudep. - CI16. u mp. : [Turep, 2003. - 538 c.

Crnoprak, M. KoMIbIOTEpHBIE CETH M  CETCBBIC
6. | texdomormu : Platinum Editions / M. Cnoprak, ®. Y. 3 -
[Tanmac, P. ITut u op. - M. : DiaSoft, 2005. - 720 c.

14. UndopmauuoHHbIe pecypchl

1. KOMHBI—OTepHHC CCTH U TCXHOJIOTUHU
http://www.xnets.ru/

2. KOMHBI—OTepHHC CETU U 0E30I1aCHOCTD
https://habr.com

15. IIporpamMmmHoe odecriedeHme

CranmaptHoe nporpammuoe obecrieuenne Microsoft Office, cucremsl ananusa cereBoro tpaduka,
CeTeBOE MPOrpaMMHOE 00eCIIeUeHHE.

Pabouas mporpamMma paccMoTpeHa M IEepeyTBEpKIAEHAa Ha 3acelaHuu Kadeapbl MPUKIaTHON
MEXaHUKHU 1 KOMIBIOTEPHBIX TEXHOJOTHI ¢ n3MeHeHussMu (0e3 u3meHenuii) Ha 20__ rog.

[Ipotokon 3acenanus kadeapst Ne OT

3aB. xadeapoi

Pabouas mporpamMmma paccMOTpeHa U MepeyTBepkKIeHa Ha 3aceqaHuu Kadeapbl MPUKIaTHON
MEXaHUKH U KOMIIBIOTEPHBIX TEXHOJOTHI ¢ u3MeHeHusaMH (0e3 u3menenuit) Ha 20 roj.

[TpoTtoxon 3acemanust kageapsl Ne oT

3aB. kadenpoit

Pabouas mporpaMma paccMOTpeHa U MepeyTBepK/IeHa Ha 3aceJaHuu Kadeapbl NMpUKIaTHON
MEXaHUKHU M KOMIBIOTEPHBIX TEXHOJIOTHH ¢ M3MeHEeHUsIMU (06e3 u3meHenuii) Ha 20 rox.

[Ipotokon 3acenanus kadeapst Ne OT

3aB. xadeapoit

Pabouas mporpamMMa paccMoOTpeHa M MepeyTBEpkKACHA Ha 3acelaHuu Kadeapbl MPUKIaTHON
MEXaHUKH M KOMIIBIOTEPHBIX TEXHOJOTHI ¢ u3MeHEeHUsIMH (0e3 n3meHnenunii) Ha 20 Toj.

[TpoTtoxon 3acenanust kageapnl Ne oT

3aB. kadempoit



http://www.xnets.ru/

