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®T'BOY BO «JTorI'Y» mis mabopa 2024 roza.
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1. MECTO JUCLMILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOTPAMMBI

1.1. TpeGoBaHus K MpeABAPUTEIHHON MOATOTOBKE OOYYAOLINXCS, MPEIIIECTBYIONINE H
COIIyTCTBYIOIE AUCLUIIIMHBI, HA KOTOPBIX OCHOBBIBACTCS U3YyUEHHUE TAHHOMU:

Apxurekrypa 11K, nokanbHble BBIYUCIUTEIbHBIE CETU. MUKPOIIPOLIECCOPHBIE CUCTEMBI,
ANTOpUTMBI M A3BIKM NporpamMmupoBaHusi, lIporpammupoBanne u  MaTeMaTU4eCcKOe
MOJIEJINPOBAHUE.

1.2. lucuuiuinHel, KypcoBble paOOThl M IMPAKTHKH, JUIsI KOTOPBIX OCBOEHHE IaHHOM
JUCIUTUTMHBI HE0OXO0AUMO KaK MPeAIecTBYOIIee:

KBanrtoBas panumodusuka, YucneHHele MmeToabl B paauodusuke, PacmpoctpaHenue
AIIEKTPOMArHUTHHIX BOJH, L{npoBas 006paboTKa CUTHAOB.

Hcnonb3ytorcss OpuU  HANMMCAaHUM  BBIIYCKHOM  KBaJM(UKAMOHHOH  paboTHI,
[IpousBoAcTBEHHAs  NpaKTUKA:  HaydyHO-HCClIeAoBaTenbckas — pabora  (oOs3arenbHast).
[Tpou3BoCTBEHHAs NPAKTUKA: IPEIJAMIUIOMHAs IPAaKTUKa (00s13aTebHAs).

2. OIIMCAHUME JUCHUITJIMHBI

2.1. Obmas XxapakTepuCTHKA

HauMenoBanwue mokasares 3HaYeHHE TIOKA3aTesI

HazBanue oOpa3oBaTesIbHOM MPOTPaMMBbI 03.03.03 Paguodusuka (ITporpamma
OakanaBpuata Pajgnodusuka)

udp 1 Ha3BaHUE B COOTBETCTBUU C b1.B.O/1 13 OcHoBbI nH(MOpMALIUOHHON

Y4eOHBIM IIJIAHOM 06e30macHOCTH B MpOo(decCuOHaTBHOM
JIESITEIIbHOCTH

Yacte 00pa3oBaTeIIbHOM MPOTpaMMBbl BapuaTtuBHas yacte. be3aibrepHaTUBHBIE
JUCITUTLIMHBI

KonnyecTBo 3aueTHBIX ¢AMHUIT / BCErO 4acoB 2172

2.2. Pactipenienenre 4acoB 1o ¢gopMam U nmeprogaM o0ydeHHsI

OO0111€€ KOJINYECTBO YACOB
o
E CaMOCTOSI-
dopma g 8 5 - o
> | g JeKIu- | jJabopa- | MpakTH- | TETbHOU opma
o0y4eHus 2 3 BCETO
s OHHBIX | TOPHBIX | YECKHX | paboThI + KOHTPOJIS
KOHTPOJIb
Ouynast, BCero 4 7 17 17 - 38 72 3a4eT

3. LIEJIM IUCLTATUIMHBI

3HAKOMCTBO C MOHATHSMH HaIlMOHAIBHON Oe30macHOCTH; BHaaMu Oe3omacHocTd; b B
CHUCTEME HaIlMOHAIBLHON O€30MacHOCTH; OCHOBHBIMHU MOHSATHSAMH, OOIIEMETOJOIOTHIECKUMU
npunuunamMu Teopun Wb; anamuzom yrpoz Wb, mpobiemamu uHGOpManuoHHON BOWMHBI;
rOCyIapCTBEHHOW HMH(DOPMAIIMOHHOW TMONUTUKOW; BHIaMH HWHGOpMAlMK; METOJAAMU U
cpeactBamu obecnieuenust b; metomamu HapymeHuss KOHQUICHIMAIBHOCTH, EIOCTHOCTH U
JIOCTYMTHOCTH HH(OPMAIINH; IPUYUHAMH, BHIaMH, KaHAJIAMU YTEYKU M UCKAKEHUST HHPOPMAITUH.

4. KOMIIETEHLIMN OBYYAIOIIET'OCH, OOPMUPYEMBIE B PE3VJIbTATE
OCBOEHUMA KOMIIOHEHTA OBPA30BATEJIbBHOU ITPOI'PAMMEBI, X
NHAWUKATOPEHI U TNTAHUPYEMBIE PE3YJIbTATBHI ObBYYEHUA

4.1. KomnereHnuu



Kommerenuu

Nuaukatopel Pe3ynbrarel 00ydeHus

IIK-1. O6nanaet
JIOCTATOYHBIMU 3HAHUSIMH B
00J1aCcTH MaTEMaTHYECKHUX U
(U3HYECKUX HAYK, OCHOB
U(pPOBON TEXHUKH U
MH()OPMATMOHHBIX
TEXHOJIOTHI, HEOOXOAUMBIMU
IIPH MPOBEJICHUU HAy4YHO-
MCCIIEI0OBATEIBCKUX PA0OT U

110 MPOQHIIIO MOATOTOBKH.

Coocoben UCIOJIL30BATh
UH(GOPMAIMOHHBIC TEXHOJIOTHH
U IIPOrpaMMHBIE CPEICTBA IIPU

[1K-1.3. Obnanaer
JOCTaTOYHBIMU 3HAHUSAMH
OCHOB IU(POBOI TEXHUKU

¥ MH(POPMAITOHHBIX penieHun 3ama4y
TEXHOJIOTHH, npodeccrnoHabHOM
HEOOXOAMMBIMH ITPH JEATeIIHOCTH, cobmroas
IIPOBEJCHUH HAy4YHO- TpeGoBaHUS MHPOPMATUOHHON
HCCIIEI0BAaTEIbCKUX PadoT | Oe30MmacHOCTH.

10 IPOITIO TOATOTOBKH.

5. [IPOT'PAMMA M CHUTUIMHBI

HasBanue temnl

Kpatkoe cogepxanue TeMbl (BOIPOCH TEMbI)

1. OcHoBHBIE MTOHSITUS 171
COCTAaBJIAIOIIHE
MH(POPMAIIMOHHOM
0e30macHOCTH

1. OcHoBHbIE TOHATHUS HHPOPMALIMOHHON O€30M1aCHOCTH.

2. IlpaBoBsie ocHOBHI b 1 3akoHOonatensctBo JJHP 06
uHpopmanuu.

3. MUadopmanus, nHGOpMaIIOHHAs CUCTEMA, BIIaeIel]
uHpopmanuu.

4. Bunsl uapoOpMaIum.

5. KondunenumanbHas uHpopmaius, rocy1apcTBeHHas TaifHa.
6. HopmarusHasie 1okymenTsl PO mo Ub.

7. KoHde1eHIMaabHOCTb, EJIOCTHOCTD, IOCTYITHOCTb.

2. Ctpykrypa daiinoB u hex-
penakrop.

1. [lonstue daiina. Hex-pegakTop, CTpyKTypa u
npegHa3HauYeHHE.

2. ®opmartsl (aiiinoB. CTpyKTypa HEKOTOPBIX TEKCTOBBIX H
rpaguueckux (aiios.

3. CurHarypsl ¢aitnos.

4. Onpenenenue ¢popmara ¢aiia B pazanunbix OC.

3. Kpunrorpadus n
KPUNTOAHAIHN3

. UcTropuueckas cnpaBka, IPUMUTHBHBIE U (PHI.
. lugp xor, Le3aps, Bunexepa.

. CUMMETpUYHbIE U ACCUMETPUYHBIE METOIBI.

. CyTb aCCUMMETPHUYHOTO IH(POBAHUSL.

. Anroput™m RSA u Dnp-I'amans.

CummerpuyuHoe mM(poBaHue.

. F'ammupoBanue. KBanToBasi kpunrorpadusi.

4. Xenr-(hyHKIINH

. [lonarue xem-¢pyHKIMH.
. Kpunirorpaguueckue n He kpunrorpadpudeckue Xeri-
YHKIUH.
CgoiictBa xem-¢pyHkmun. CRC —cyMMeL.
Xem-¢pynkuun MDS u SHAL.
. Konnusuu xem-¢yHkuii.
. Kpunroananus xem-¢yHKIHH.

5. AyteHTH(UKANKS IO TAPOITIO

. ABTOpU3aIMs, ayTeHTU(DHUKAIUSA ¥ UASHTHPUKAIUS.
. Cucremsl ayteHTHuKanuu. [laponpHas 3ammra.

. YS3BUMOCTH MMAPOJIBHOM 3aILMTHI.

. Meroasl XpaHeHUs apoIs.

. Onpenenenne KPUNTOCTOMKOCTH MAPOJIA.

. ®opmyna lllennona. Meroaa B3ioma napoJis.

. [Iporpammsl 11 B3JIOMa apoJIs.
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7. Opranuzanusi 0€30nacHON MapoJIbHOMN 3aIHTHI.

6. JIpyrue meToapl
ayTeHTU(UKAINH

1. DneKTpoHHBIE METOABI ayTEHTU(HUKAIINH.

2. AnmaparHast ayTeHTA(UKAIUS.

3. buomerpuueckne MeTObl ayTEeHTH()UKAIIH.

4. AyTeHTH(HKAIMA IO OTIICYATKY Majblla, Ay TCHTU(UKAIIUSL
10 JINILY.

5. PactipocTpaneHHOCTh METOIOB 2y TEHTH(HKAIINH.

6. Ys3BuMoCTH OMOMETPUUECKON ayTeHTU(DUKAITUH.
@enepanbHas ayTeHTU(OUKALUS.

7. Bupycsl

. UcTopus co3nanus BUPYyCOB.

. Knnaccudukanus Bupycos.

. 3arpy3ouHble, ¢ailioBble, MAKPOCHI, CKPUIIT-BUPYCHI.
. Bupycsr qis Linux, Android, iOSm

. Tposinbl, 4epBU, COOCTBEHHO BUPYCHI.

Xaxepsl.

8. AHTUBHPYCHI

. [TpuHIMn paboThl AaHTUBUPYCHBIX MPOTPaAMM.

. CurnaTtypsl BUPYCOB.

. Boamoxnoctu antuBupyctoro I10.

. Hanncanue aHTUBUPYCHOM IIPOTrpamMMBI.

. IInatHble u GecraaTHble aHTUBUPYCHI.

. MexxnyHapoaHble pEUTUHIY AaHTUBUPYCHBIX IIPOIPAMM.

. O630p HauboIee NONYJISIPHBIX AHTUBUPYCHBIX IPOTPAMM.

9. Web- 6e30macHOCTb.

. Ocnosusble nouaTus web. HTML, CSS u JS.

. Lenw 3JI0yMBITITIEHHUKOB, aTAKYIOIIUX CANUTBHI.

. Kyku u ux ponp B 6€30macHOCTH CalTOB.

. Ataku Ha caiitel. XSS, CSRF, SQL-uHBEKIIMH ¥ METOIBI
3aIIUThI OT HHX.

. [IporpaMMs!I 1J1s1 aHaM3a CaliTOB HA YSI3BUMOCTH.

. YS3BUMOCTH METOJIOB Ay TEHTH(PHUKAIUY.

. YSA3BUMOCTH IPUKIIATHOTO YPOBHSI.

DNONRNOORAWNROOD~WNRER|®

10. 3amwura nadopmanuu B
KOMITBFOTEPHBIX CETSIX.

. YS3BUMOCTH KOMITBIOTEPHBIX CETEM.

. OcHOBHBIE BU/IbI aTaK NpHU Nepeaade nHPOpMaIHH.
. Cauddepsr. OTBeTBNIEHUS TpaduKa.

. AHanu3 3JIEKTPOMATHUTHBIX U3JTy4ECHHH.

. ATaku Ha KaHAJLHOM U CETE€BOM YPOBHE.

. Criypusr. Busisl ckaHupoBaHUS.

. DOS u DDOS araku.

. [lTonmena IP agpeca.

. Mepel NpOTUBOACCTBUS aTaKaM.

10. BupTyanbHble CEeTH.

OO NO O, WNEFE |INO O1

11. Texanyeckne KaHAIBI
yTeuku H(pOpMauu

1. Knaccuduxkaryst KaHaluoB TEXHUYECKON Pa3BEIKH.

2. Kpatkast xapakTepuCcTHKa Ka)KI0TO KaHaja.

3. Bo3MOXXHOCTH pa3inMyHBIX BUIOB TEXHHUUYECKOW DPa3BEIKH.
Hcropuueckas cnpaBka.

4. ITapameTpuueckuil KaHall YTEUKH, HICTOPUUIECKHUE TIPUMEPBHI.
5. Jlemackupyromue npu3HaKH OOBEKTOB HAOMIOJCHHUS U
CUTHAJIOB.

6. OnacHbIe CUTHAIIBI X X UCTOYHUKH.

7. ®u3nYeCKue NPOILECCHI, IPUBOASIINE K TIOSBICHUIO
NOOOYHBIX U3ITYyYeHUH U (POPMUPOBAHUIO TEXHUYECKHX
KaHAJIOB YTEUKH HHPOpMALUU
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12. Paguorexunueckue

CpeICTBa 3aIUTH HHPOPMAIIH.

1. Ilpunnmmnsl paboTHl pan03aKIaTHBIX YCTPOUCTB.

2. O6GHapy>KeHHE U JIOKaJIU3aIusl 3aKJIaHbIX YCTPOMCTB.

3. MeTtobl morcKa 3aKJIaAHbIX YCTPOMCTB.

4. Vicnonb3oBanue 3¢ dexTa HeMMHEHHOTo paccessHus DM aiis
oOHapy>KeHUS U JOKAIU3alUHU 3aKIaJHBIX YCTPOUCTB.

5. Herextopsl P3Y.

13. 3ammTa TOKyMEHTOB

. MeTobl moIeTKu JOKYMEHTOB.

. Meronp! noaaenku nuppoBbIX JOKYMEHTOB.

. MeTob! onpeieneHust MOJTMHHOCTH JJOKYMEHTOB.

. [lonydenne mononuurensHoi nHbopmarmu u3 EXIF.
. Meronbst ELA u PCA u ux orpannueHusl.

. MeTo/1b1 3a1IUThI JOKYMEHTOB.

14. DSnexTpoHHO-TIUDpOBaAS
MOJIITHCh

[TonsiTrE PMEKTPOHHO-ITUGPOBOM TTOIUCH.

. Uctopus pazsutus DLII.

OcHoBubie cxembl D11

. [Toctpoenne DLII. [IpoTokon noanucanus JOKyMeHTA.
. HenTpsl cepruduxanmu.

. Y 10CTOBEPSIIOLIUE LIEHTPBI.

. Kpunrocroiikocts cxem DLIIT.

15. Metoapl cTeranorpadumu.

. Creranorpadusi, Kak CpeJICTBO 3aIIUTHI (ailyIoB.
[{u¢poBble BOSHbBIE 3HAKU.

. Cnusinue ¢aiinos, LSB.

. CokppITHE HH(pOpPMAINY B ayAHO U BUJEO (aiinax.
. MeTosibl 00HapyKEeHUsl CKPBITBHIX COOOLICHUH.

16. CounanbHas HHKCHEPHSI.

. Mcropus pa3BUTHs COLMATBHON MHKEHEPUH.

. UenoBek, Kak camoe ysI3BUMOE 3BEHO JTF000M CHCTEMBI.
. IIcuxonornyeckre OCHOBBI COLUATIBLHON MHKEHEPUH.

. MeToapl connaIbHON MHKEHEPHUH.

17. 3aKIFOUYUTENBHOE 3aHITUE

RPAwNROMAWONRPRINOUORMWNROOMAWNE

. O60011IeHEe TPOHAEHHOTO MaTepHraa
2. Jlokna/ibl CTYJICHTOB

6. CTPYKTYPA U COAEPX KAHUE ANCHUITJIMHBI

6.1. ®opma oOyueHus — oyHasi, Kypc — 3, cemecTp — 5

HanmenoBauwus pPasaciioB U TCM

KoanyecTBo 4acoB

Jlexr. Jlabop. | [Ipakr. | CPC+K | Bcero

OcHoBHBIC IIOHATHUA u

COCTaBJIAIOIINEC

Web- Ge3omacHoCTS.

3ammTa “HGOPMAIHH B KOMITBIOTEPHBIX CETAX.

TexHuyeckue kaHaJIbl yTEUKH HHPOPMAITIU

Pagnorexanueckue CpeacTBa

N 1 1 2 4
nH(pOpMaIMOHHOM 6€30MacHOCTH

Crpykrypa (aiinoB u hex-pegakrop. 1 1 2 4

Kpunrorpadus u KpunroaHaius 1 1 2 4

Xenr-(QyHKIMN 1 1 2 4

AyTeHTH()UKAIMS IO TAPOJII0 1 1 2 4

Jlpyrue MeTo/ibl ayTeHTU(UKALUU 1 1 2 4

Bupycsl 1 1 2 4

AHTUBHPYCHI 1 1 2 4

1 1 2 4

1 1 2 4

1 1 2 4

1 1 2 4

uHpOopMaIU

3aIUTHI




3ammura JT0OKyMEHTOB 1 1 2 4
DneKTpOHHO-IM(POBas MOANKCH 1 1 2 4
MeTtonsl cTeranorpaduu. 1 1 2,5 45
CornuasibHas UHKCHEPUSL. 1 1 2,8 48
3aK/II0UYATEILHOE 3aHITHE 1 1 2,5 4.5
HUTOI'O 3A CEMECTP / 3A KVYPC / IIO

KOMTIOHEHTY OTIOT 17 17 6822 | 72
HUTOI'O ITO KOMIIOHEHTY OIIOII 17 17 38 72

7. OUEHOYHBIE MATEPUAIJIbI (CPEACTBA) UIA TEKYIIEI'O KOHTPOJIA

YCIIEBAEMOCTH, TIPOMEXYTOYHON ATTECTALIMA

7.1. KoHTpOJIbHBIE BOIIPOCHI
1. Uro Takoe undopmarusa? CpolictBa nHpopmanuu. MapopmarmoHHble TEXHOIOTHH.

CoNO R WN

el
A

-
w

14.
15.
16.
17.
18.
19.
20.

Cocrasisromue HHGOPMAITMOHHON 0€301TaCHOCTH.

IIpaBoBbIE OCHOBBI 3aIUTHI UHPOPMALIUH.

Wudopmanus ¢ TOUKH 3peHHUS BO3MOXXHOCTH €€ PacIpOCTPaHEHUSI.
Kakas unpopmanus oTHOCUTCS K KOH(UACHIUATEHON?

Kakas nHpopmanus OTHOCUTCS K TOCYIapCTBEHHOH TaliHe?

Tpu xareropuu ctanapTHON MoJienu 0€30MaCHOCTH.

Y poBHM 32U TH HH()OPMAIIHH.

Yro takoe kpuntorpadus U KpUNToaHaIu3?

[udp Lle3zaps 1 yaCTOTHBIN aHANIU3.

[wudp xor.

CHUMMeTpHUYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.
Cummerpuunsle mudpsl. [Ipumeps.

CumMmerpuunble UG PbL. JJoCTOMHCTBA U HEOCTATKHU.

[TpuHIMT accuMeTpUYHOTO MHU(POBAHUS.

Acummetpuunblie mu@psl. [Ipumepsr.

AcumMerpuuHble UGpbI. JJIOCTOMHCTBA U HEJOCTATKH.
KBanToBas kpunrorpadus.

JIBa OCHOBHBIX aIrOPUTMa KBAHTOBOM KpUIITOrpaduu.

UYro Takoe aBTOpU3alUA, ayTeHTUUKaus U uaeHTupuKanusa? Yto Takoe X311 U

3a4eM OH HY>KeH?

21.  Kakwue xem-pyHKIMu BB 3HaeTe?

22.  Jlns 4ero MCIoJib3yIOTCs Xem-(pyHKIUN?

23.  Yem ommyaroTcs Kpunrorpaduyeckie Xem-QpyHKIUN OT HEKPUITOTpapHIecKuX ?

24.  Yto Takoe KOJIN3US Xell-QyHKIIH?

25.  Yro Takoe mapagokc AHEH pOXKJICHHS U KaK OH CBSI3aH CO B3JIOMOM XemIen?

26.  Metoapl B3IoMa XenI-(QyHKIUH.

27.  Yro Takoe «paay>KHble TaOIUIIBD)?

28.  Kakwue BupI maposeii CyniecTByoT?

29.  Yro Takoe JMHAMUYECKUE Mapou?

30.  AnmapaTHas ¥ mporpaMMHasi 3aIIiTa (IICTIKH.

31.  IIporpammsl JUIsl 3alIUTHI TApOJIEM NArnok, ¢ailyioB 1 HocuTenei nHpopMaluy.

32. UYTo Takoe «IIpaBUIIBHBIN MTAPOJIB» U KAK €r0 3aIIOMHUTH?

33.  Meroasl B3IOMa Maposei.

34. UTto Takoe «payKHbIC TAOTHIIBD?

35.  Cucremsl ayTeHTU(UKAIUHN U uaeHTHGUKamu. Kinaccudukanms.

36.  Hcmonwszyemslii hakTop ayreHTHduUKauu. [IpuoputeTr ucnons3oBanus. CTerneHb
aBTOMaTH3aIlHH.

37.  HenmocraTku mapoibHON ayTeHTU(DUKAIWH.




38.
39.
40.
41.
42.
43.
44,

8

ArnmapaTHast ayTeHTH(HKALKs, €€ BUIbI, TOCTOMHCTBA U HEOCTATKU.
buomerpuueckas ayTeHTUDHUKALIUS.

I[OCTOI/IHCTBa 1 HEJOCTAaTKHU ayTCHTI/I(bI/IKaLII/II/I 10 OTIICYAaTKaM I1aJIbICB.
AyTeHTHUHKALUS 110 TEOMETPUH JIMLA 2 BHUJIA.

AyTeHTHHUKAIHSA IO TOJIOCY.

buomerpuueckue TEXHOIOTHH OyAyILEro.

PacnipocTpaHeHHOCTh METOJIOB OMOMETPUYECKON ayTeHTU(DUKAIHH.

7.2. IlpumepHbIe TEMbl MHAUBHIYyAIbHBIX 33JaHUI

O 0N Wi~

NN NN == === ===
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28.
29.
30.
31.
32.
33.
34.
35.
36.

. Uctopus kpunrorpadun.

. CoBpemenHas kpunrorpadus
. KBanToBas kpunrorpadus

. ATaku Ha CaWThI.

. XSS -araku.

. SQL-arakwu.

. Meronas! B3nmoma wi-fi.

. CoBpemenHnas creranorpagusi.
. [TouckoBuk Shodan.

. @opeH3ukKa.

. Cteranorpadusi.

. Google Hacking

. DOS u DDOS araku.

. Honey Pots.

. Ayrentudukanus Ha caiTax.

. Kyku.

. Xakepsl. CyOKyIbTypa XaKkepos.

. Botel. Yrpo3sl, ucxoasimue ot 60TOB.

. CucreMsl ayTeHTHUPHUKAIUH.

. DIIEKTPOHHO-TIU(POBAs TOIHKCH.

. OUIIMHTOBBIE CANUTHI.

. Bupychsie ataku.

. [IpocnymmuBaromiye ycTpomucTaa.

. CkpeMOiepsl.

. HanpaBnenubsie MUKPOQOHBI.

. CniyuHr.

. OBpPUCTHYECKUH aHAIN3 JJI1 aHTUBUPYCOB.
. CHudepsl.

OxpaHHbBIE CUCTEMBI.

Buneonabmronenune.

be3onacHocTh MHTEpHETA BELIEH.

Mertoasl KpunToaHaNIM3a.

Keitnorrepsi.

MerTo/ibl cOlManbHOW UHXKEHEPHUU.
AHTHBUpYCHBIE TTporpamMmbl. EcTb 11 cmbicn?
B3nom MOOMIBHBIX TENEPOHOB.
ITpumeHeHne HEMPOHHBIX ceTeil B MH(OPMAIIMOHHON 0€30MacHOCTH.

8. PACIIPEAEJIEHUE BAJIJIOB, KOTOPBIE [TOJIYHAKOT OBYUAIOIIMECA

OO6mrast olleHKa 3HAHWKA OOYYAIOIIMXCSl MO JUCHUIUIMHE TpoBoauTcs 1o 100-6amipHOM
IIKaJIe HWCXOJs W3 MaKCUMyMa, NMPHBEJACHHOTO B Tabimie Huxke. OpraHu3alloHHO-y4YeOHas

paborta B

AyaAUTOPUN OLCHHUBACTCA HAa OCHOBC TAKHX KPHUTCPUCB KaK MNOCCIIACMOCTDb SaHHTHfI,
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CBOEBPEMEHHOE M KAaueCTBEHHOE BBINOJHEHUE JOMAIHUX 33JaHUN, aKTHUBHOCTb BO BpeMs
IPOBE/ICHUS JIEKIMOHHBIX M HNPAaKTUYECKUX 3aHATUH (ydacTHe B OOCYXIEHMHM TEKYLIEro |
IPOIIEHHOr0 MaTepuana, peleHue 3a1a4 U T.I1.).

Howmepa pasgenos Buasl pabot Makcumaisoe
pa pasnelt APLP KOJIMYECTBO OaJLIOB
Tekyuuii KOHTPOJIb 10
rena 1-17 KonTponpHas paboTa 9
JlaGopaTopHbIe pabOTHI 32
NuauBuyanbHOE 3aJJaHUE 9
NTOI'O 60
3ager 40
OOt UTOT 3a CEMECTP 100

CooTBeTcTBHE 0AJIJIOB OLCHKC

O1eHKa 110 NATHOAJUILHOM IIKaJIe
KonnuectBo 0aios =
s 100 ECTS | Dksamen, quddepeHIpoBaHHbIN 3auer
3a4eT

90-100 A OTJIHNYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C xopottio 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBJICTBOPUTEIIHHO ATTomO
35-59 FX HE 3a4TEeHO

0-34 = HEYJIOBJIETBOPUTEIHHO e 3310

9. OBECITEUEHUME OBPA30BATEJIBHOI'O ITPOLIECCA JJIs JIUIL C
OI'PAHMYEHHBLIMU BO3MOXHOCTAMUA 3[IOPOBbBA 1 MTHBAJIN/IOB

B xozxe peanuzanuy JUCHMILIMHBI UCIIOIb3YIOTCS CIEAYIOIINE TONOTHUTEIbHBIE METOIbI
00yuyeHHMsl, TEKYIIEr0 KOHTPOJIs yCIIEBAaeMOCTH U MPOMEXYTOUYHOM aTTecTalMyu o0yJaromuxcs B
3aBUCHMOCTH OT UX UHIUBUIYATbHBIX OCOOCHHOCTEH:

1) JUTSL CIIENBIX U CIIA00BUISIINX

— JeKUrU 0(hOpMIIAIOTCS B BUJIE DJIEKTPOHHOTO IOKYMEHTA, JOCTYITHOTO C TOMOIIIbIO
KOMIIBIOTEpA CO CTEeNHUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— JUIS ~ BBIMOJHEHWs  3aJaHusi NpU  HEOOXOAMMOCTH  IpPEAOCTaBIIsIeTCS
YBEJIMYHBAIOIIEE YCTPOUCTBO; BOSMOXKHO TAK)KE UCIIOJIb30BAHUE COOCTBEHHBIX YBEIMYMBAIOIINX
YCTPOWCTB;

— MMCEMEHHBIE 33aJIaHusT ODOPMIISIOTCS YBEIUYSCHHBIM HIPUGTOM.

2) IUTSL TIIYXHX M C1a00CIBIIIAIINX

— JEKIMH OPOPMIISIOTCS B BUJIE SJIEKTPOHHOTO JJOKYMEHTA;

— MMCbMEHHBIE 3aJIJaHUS BHIIOIHSIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOM popme;

— 9K3aMEH TNPOBOJUTCS B MHUCBMEHHOH (opMe Ha KOMIBIOTEpEe; BO3MOXKHO
npoBeJieHNe B popMe TeCTUPOBAHUS.

3) JUTSL JIALL C HApYIIEHUSMH OMIOPHO-JBUTATEIBLHOTO anmapara:

— JIeKUUU 0(hOPMIISAIOTCS B BUJIE JIEKTPOHHOT'O IOKYMEHTA, IOCTYITHOTO C TIOMOILBIO
KOMITbIOTEpA CO CHEIMATHU3UPOBAHHBIM ITPOrPaMMHBIM 00eCTIeUeHHEM;

— MMACbMEHHBIE 3a1aHUS BBINOJIHSAIOTCS HA KOMIIBIOTEPE;

- 9K3aMeH U 3a4€T MPOBOATCA B YCTHOU (pOpME MM BBIMOJIHSIOTCS B MHCHMEHHOM
dbopme Ha KOMIIBIOTEpE.
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ITpu HEOOXOIMMOCTH TIpelyCMaTPUBACTCS yBETUUECHNUE BPEMEHHU IS IIOATOTOBKU OTBETA.

[lpouexypa mpoBeaeHHS  NPOMEXKYTOYHOW  aTTeCTalMd A OOyYaromuxcs
YCTAHABIMBACTCS C Y4YETOM HMX HMHIMBUAYAIBHBIX TCHUXO(U3MYECKHMX OCOOEHHOCTEH.
[TpomexyTouHast aTTECTalUsI MOKET IPOBOAUTHCS B HECKOJIBKO ITAIIOB.

[IpoBenenne mpoueAypbl OLEHHBAHUS PE3YJIbTATOB OOyUYEHHs JIOMYCKAaeTCs C
UCIIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHUH.

ObecneunBaercs A0CTyN K HHPOPMAMOHHBIM U OMOIHOrpaduuecKuM pecypcaM B CETH
Wurepuer mia kaxzporo oOywaromerocss B (opMmax, aJanTHPOBAHHBIX K OrPAaHUYEHUSIM HX
3JI0pOBbBSI U BOCTIPHATHS HHPOPMALIUU:

1) JUTSL CHIEMBIX U CIIA00BUIALINX

— B IIEUYaTHON (pOpME yBETUUECHHBIM HIPHUPTOM;

— B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA;

2) IUISL TIIYXHMX M C1a00CIbIIIAIINX

— B TIeYaTHOU (opme;

— B (hopMe IIEKTPOHHOTO JJOKYMEHTA.

3) IU1s1 00yYarOIIUXCs ¢ HApYIICHUSIMU OTIOPHO-BUTaTEIBHOTO armapara:

— B [IEYAaTHOH (opme;

— B (pOpMe 3JIEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEHEHUE YUYEBHOI'O ITPOLIECCA

VYyebnsie 3ansaTust npoBosaTces B kopryce Ned JIonl'V (r. Jonenk, p. Tearpanbhsiid, 13).
Jliis mpoBeieHus JIEKIMOHHBIX U MPAKTUYECKUX 3aHATUNA TpeOyeTcs: ayAuTopusi, 000pyA0BaHHAs
MEJIOBOW HJIM MapKEepHOW JOCKOW, MYJIbTUMEIUHHBIN MPOEKTOP M dKpaH, HOYTOYK, KOMIUIECKT
yueOHOll mebenu 1 CTYIEHTOB, pabodee MecTO MpernojaBarens, BbIXoi B VHTepHeT —
IIPOBOJIHOM MITH C HcoJb3oBanneM Wi-Fi.

Jns mpoBeneHMs J1a0OpaTOPHBIX 3aHATUH TpebyeTcs saboparopus, OCHAIEHHas
KOMIIBIOTEPAMH C YCTAHOBJIEHHBIM CHEIHAIbHBIM NPOTrpaMMHBIM 00€CII€YeHHEM, YKa3aHHBIM B
nmyHkTe 13.

Jlis caMOCTOSITENIbHOM paboOThl HCIOJIB3YIOTCS TEKCTOBBIE U DJIEKTPOHHBIE PECYPCHI
Hayunoii 6uOnuoTekH yHMBEpCUTETa W APYTUX SJIEKTPOHHBIX OHOIMOTEYHBIX 0a3 JaHHBIX,
y4eOHO-MeToIMuecKoe oOecreueHne, MPeCTaBIeHHOE B y4eOHO-METOJAMYECKOM KaOWHeTe
I'maBHOTO KOpmyca (ayn.405).

OOyyaromuecs HMMEIOT BO3MOXXHOCTh HCIIOJIb30BAaTh  y4yeOHble MaTepuanbl 110
JTUCLUIUIMHE, pa3MelleHHble Ha mmiarpopme Moodle LleHTpa AucTaHIMOHHOTO 00pa3oBaHMA
OI'BOY BO «lonI'Y». Ilpu n3ydeHuH NUCHUIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0yuYeHUe U
JMCTaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOJIOTUH.

C  wucnonp30BaHHMEM  pecypcoB  MIaTGOpMbl  JUCTAHIIMOHHOTO  00pa3oBaHUS
OCYILIECTBIISICTCSI TEKYIIMH KOHTPOJb 3HAHMH OOydYaloIMXCs Ha OCHOBE TECTHPOBAaHUS U
MIPOBEPKHU PE3YJIbTATOB CAMOCTOSTENILHON paOOTHI.

11. PEKOMEHJYEMAS JIMTEPATYPA

11.1. OcHoBHas auTEpaTypa

1. TeopeTrueckue OCHOBBI KOMIBIOTEPHOM 0€30MmacHOCTH: Y4el. mocodue My By30B 1O
cnenuansHocTH "KommbrotepHas 6ezonacHocts u Ap. / [1. H. JleBsaun, O. O. Muxansckuid, /1. U.
IIpaBukoB u 1p. — M. : Paguo u cBa3s, 2000. - 192 c.

2. Kopr, C. C. Teopernyeckre OCHOBBI 3allUThl MH(popManuu : Y4el. mocobue uis
CTYJICHTOB BY30B, O0OyYarOIINXCS 1O TpyIe creil. B 001 nuadpopm. 6ezonacnoctu / C. C. Kopr. -
M. : T'ennoc APB, 2004. — 233 c.
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3. 3ammra nporpammuoro odecneyenus / [[1. ['poysep, P. Carep, [Ix. ®urc u ap.] ; nox
pen. . I'poysepa ; nep. ¢ anri. B. I'. [loremkuna u np. ; nox pea. B. I'. [Toremkuna. — Mockaa :
Mup, 1992. - 286 c.

4. 3aroponnuii, B. . KommiekcHas 3amuta nHGOpMaIiu B KOMIIBIOTEPHBIX CUCTEMAX :
VY4eb. mocobue s ctynenToB By3oB / B. U. 3aBroponnuii. — M. : Jloroc, 2001. - 264 c.

11.2. JlonoyiHUTENBHAS TUTEPATYpa

5. Paccen, Y. Microsoft Windows Server 2008 : cipaBounuk anmuauctparopa / Y. Paccern,
1. Kpoydopa. — Mocksa : 9KOM Ilabmumeps, 2009. - 1321 ¢

6. [IporpammHo-anmaparHsie cpeacTBa obecriedeHus] HHPOPMAIIMOHHON OE301IaCHOCTH:
3ammra nporpamm. U gansabix / [LIO. benkun, O.0. Muxansckuii, A.C. IlepmakoB u ap. — M.:
Pamno u cBsas3p, 2000. - 169 ¢

7. BesonacHocTh KoMIibloTepHBIX ceteil Ha ocHoBe Windows NT / B. C. Jlromapes, K. B.
Epmaxos, E. b. Pynusiii, 1. B. Epmakos. - M.: Pyc. pen. TOO Channel Trading, 1998. — 304 c. +
Onextp. ontud. quck (CD-ROM)

12. ”THOOPMALIMOHHBIE PECYPCBI

1. UnrtepHer-OcHOBBI HHpOpMaronHoi 6e3omacHoctu . — URL: http://www.intergu.ru/
— Pexxum nocryma: cBoOoIHBIN. — TEKCT : 3JeKTPOHHBIH

2. Knaccudukanus MexaHu3MoB ayTeHTH(PHUKAIIUU ToJIb30BaTenel u ux o63op . — URL:
https://habr.com/ru/post/177551/— Pexum nocrtymna: cBoOOHbIH. — TEKCT : AJIEKTPOHHBIN

3. SQL unnekimu. [Iposepka, B3iom, 3ammra . — URL: https://habr.com/ru/post/130826/—
Pexxum noctyna: cBoOOAHBIN. — TEKCT : 37E€KTPOHHBIN

4. XSS rnazamu 3noymbinuienanka. — URL:  https://habr.com/ru/post/66057/

5. Stealthphone: 3amura Mmukpodona MOOHUILHOTO Tele(oHa OT HECAHKIIHOHHPOBAHHOTO
srirouenus . — URL: https://habr.com/ru/company/ancort/blog/160215/— Pexum moctyma:
CBOOOJIHBIN. — TEKCT : 2JIEKTPOHHBIN

6. OcHOBHBIE TapaMeTphl epeIaTYNKOB U MPUEMHUKOB . — URL:
https://radiokot.ru/start/analog/bugs/02/— Pesxxum noctyma: cBoOOAHBINA. — TEKCT : 3JIEKTPOHHBIH

7. Hayunas snexTpoHHass OuOnmoreka elibrary.ru : umHdpopm.-aHanut. nmoptan / OOO
Hayunast snextponnas 6ubnmoteka. — Mocksa : OOO Hayu. sanektpon. 6-ka, cop. 2000-2022. —
URL: https://elibrary.ru (nara obpamenus: 01.01.2023). — Pexxum nmoctyma: amsi 3aperucTpup.
IIOJIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

8. OnexTpoHHblii  katamor Haywnoit OuOnamnorekn JloHEUKOro rocyIapCTBEHHOIO
yuuBepcutera. — Jlonenk : Hb Houl'V, 1999— . — URL: http://catalog.donnu.education (mara
obpamenus: 01.01.2023). — TekcT : 37AEKTPOHHBIH;

9. YueOHUKH U IpyTue KHUTU o MaTeMaTUuKe URL:
http://eqworld.ipmnet.ru/ru/library/mathematics.htm (mara o6pamenus: 31.03.2023). — Pexum
JIOCTYyTIa: CBOOOAHBIN. — TEKCT : DJIEKTPOHHBII

10. UnTepuer-6nbmmoTeka Buranus Apnaonmpaa URL:  http://ilib.mccme.ru/  (nara
obpamenust: 31.03.2023). — Pexxum moctyma: cBOOOAHBINA. — TEKCT : QIEKTPOHHBIN;

11. Texumueckas 6ubmuoreka URL: http://techlibrary.ru/ (nata o6pamenus: 31.03.2023). —
Pexxum moctyma: cBoOOAHBIN. — TEKCT : 2IIEKTPOHHBIH;

12. Hayunsie xypHansl PI'BOY BO «Jlonl'¥Y» URL: http://donnu.ru/science/journals (nata
obpamenust: 31.03.2023). — Pexxum noctymna: cBOOOAHBINA. — TEKCT : IIEeKTPOHHBIH.

13. IPOT'PAMMHOE OBECITEUEHUE

1. Windows 7 PRO (kopnopatuBHas auuen3us oY Ne 46484614)
2. Microsoft Office (kopnopatuBHas nunen3us JJorl'yY Ne 46472919)
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3. Microsoft Visual Studio (suniensust nporpammsl Dream Spark ii1st BhICIINX y4eOHBIX
3aBECHUI)

4. AwntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nmuenszuun GPL, Apache,
BSD nj1s1 cBOGOAHOTO MPOTPAMMHOTO 0OECTICUCHHS ).

5. Kali Linux (cBo6oano pacrnpoctpansemoe I10).

6. Wireshark (cBo6oano pactpocrpansemoe I10).

7. IDE Python (cBo6oaH0 pactpoctpansemoe I10).



